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[bookmark: _Toc2137278504]Terminology
Co-design: A participatory research approach in which those affected by a problem are actively involved in generating and refining solutions.
Culturally and linguistically diverse (CALD): A broad term used to describe communities with diverse languages, ethnic backgrounds, nationalities, traditions, societal structures, and religions.
Deepfake: Realistic images or videos of a person generated or manipulated using artificial intelligence, often without the consent of the person depicted. In the context of this report, deepfakes refer specifically to sexually explicit content created without consent.
Doxxing: The act of publicly revealing private or identifying information about a person online without their consent, typically with the intent to harass, threaten, or harm.
Friction (design): Intentional design features that slow down or interrupt certain user actions, creating a moment of pause before a potentially harmful behaviour occurs.
Gender-diverse: An inclusive term referring to people whose gender identity or expression differs from the sex they were assigned at birth, including but not limited to non-binary, genderqueer, genderfluid, and transgender people.
Image-based abuse: The non-consensual creation, distribution, or threatened distribution of nude or sexual images of a person.
LGBTIQ+: An inclusive term referring to sexuality and gender-diverse communities, encompassing lesbian, gay, bisexual, transgender, intersex, queer, and related identities.
Safety by Design: A framework that encourages technology platforms to proactively embed user safety into the design and governance of their products, rather than addressing harm only after it occurs.
Technology-facilitated abuse (TFA): The use of digital technologies to perpetrate interpersonal harm, including online harassment, stalking, image-based abuse, and coercive control.


[bookmark: _Toc740555216]Positionality Statement
The research team that designed and conducted this study brings a range of intersecting identities, experiences, and disciplinary perspectives that have shaped how this work was approached and interpreted. The team is made up of women and people from culturally and linguistically diverse backgrounds, with expertise spanning human-computer interaction, digital safety, user experience and design, law, policy, cybersecurity, and qualitative and quantitative methodologies. Several team members have personal experience as social media users navigating safety concerns, and some have direct lived experience of social media abuse. We recognise that these positionalities both enrich and bound our interpretations, and we have sought to centre the voices and ideas of participants throughout the research process.


[bookmark: _Toc1405533341]Executive Summary
This report presents the findings of the Social Media Safety co-design study, a collaboration between RMIT University and the Australian Communications Consumer Action Network (ACCAN). The project draws on 24 structured co-design workshops with 75 women and gender-diverse social media users across Australia, followed by six expert consultation workshops with 21 professionals spanning platform safety, digital policy, moderation, and technology design. The workshops drew on participants' lived experiences and perspectives of using existing platform safety features, exploring how effective these features are against technology-facilitated abuse, their strengths and limitations, and the safer alternatives that users themselves can envision. From these insights, we have compiled six key design and policy recommendations to strengthen how platforms meet the online safety needs and expectations of women and gender-diverse users in Australia.
Online safety is not a peripheral concern. It shapes who can participate fully in digital life. Women and gender-diverse people in Australia disproportionately experience harassment, non-consensual image sharing, impersonation, and identity-based abuse on social media. These harms affect professional visibility, mental health, and everyday communication. Yet existing platform safety tools, from reporting systems to content controls to identity verification, consistently fall short of users’ needs, leaving them to manage harm reactively, with little transparency, and at significant personal cost.
While technology-facilitated abuse against women and gender-diverse people is recognised as a serious and growing concern in Australia, current platform safety architectures do not adequately reflect the everyday experiences and expectations of those most affected. This report presents six design and policy recommendations, developed directly with users and refined through expert scrutiny; to strengthen how social media platforms prevent, detect, and respond to abuse targeting women and gender-diverse people in Australia.



[bookmark: _Toc1299445278]Design and Policy Key Recommendations
[bookmark: _Toc985504855]Recommendation 1: Make Reporting Transparent, Trackable and Severity-Based
Women and gender-diverse social media users describe reporting as confusing, opaque, and emotionally draining. Experts agree that while scale limits fully human moderation, platforms can improve trust and effectiveness by clearly prioritising urgent harms and communicating what happens after a report is made (see Section 4.1).
Design Recommendations
· Introduce clearer reporting categories with optional fields for additional context to capture situations where harm depends on relationships or identity (harassment from a former partner, impersonation by someone known to the victim, or abuse targeting gender, sexuality, or cultural identity).
· Reporting systems need to be designed to respond appropriately to different types of user reports.  Implement hybrid AI-human triage systems that prioritise high-risk cases (intimate image abuse) while maintaining human oversight for nuanced harms.
· Platform reporting systems should provide users with clear and timely information about what happens after a report is made — including timelines, outcomes, and any actions taken. They should also automatically provide status updates to users about their reports.

Policy Recommendations
· Platform policy can establish clear severity-based escalation standards and clearly articulate how different types of harm are prioritised.
· Platforms can strengthen moderator training in culturally specific and identity-based harms, including non-Western linguistic nuances.
· Platform policy should align reporting processes with emerging digital duty of care expectations (government policies), ensuring procedural fairness and meaningful communication with users.


[bookmark: _Toc2049947118]Recommendation 2: Embed Friction, Consent, and Evidence-Preserving Controls into Content Sharing
Women and gender-diverse social media users describe experiencing a profound loss of control once intimate or sensitive content begins circulating without their consent. By the time a person notices and submits a report, content has often already spread widely. Platforms can meaningfully reduce this harm by designing platforms for increased user control over the circulation of content (see Section 4.2).
Design Recommendations
· Develop baseline technical capabilities for detecting harmful content, verifying consent, and biometric analysis. These capabilities form the foundation that enables all proactive platform interventions.
· Introduce friction measures such as multiple confirmation prompts to deter thoughtless sharing of harmful content. 
· Implement technical measures to prevent users from taking screenshots or downloads of specific content.
· Track and provide users with real-time information about when and where their content is being shared or accessed.
· Automatically log relevant metadata when content is reshared, ensuring records are available for rapid reporting, take down requests and assessing user reports.

Policy Recommendations
· Government policies and regulatory bodies should develop and enforce data retention, storage, and access standards for platform-generated evidence records, ensuring that verified records are readily available to users seeking to report harm or take legal action, without placing the burden of documentation on those affected.
· Government policies and regulatory bodies should enforce baseline industry standards for detecting and preventing the circulation of harmful or intimate content, verifying consent before intimate or sensitive content involving another person is shared, biometric analysis to support identification of non-consensual image distribution, and transparency obligations requiring platforms to disclose how content detection and moderation decisions are made.



[bookmark: _Toc1087523639]Recommendation 3: Strengthen Account Authenticity and Accountability Mechanisms
Users express frustration with repeat offenders, fake accounts, and impersonation, particularly when blocking or banning fails to prevent re-entry. Experts acknowledge that stronger identity and account-linking mechanisms may deter casual abuse and support faster resolution of impersonation but emphasise that such measures must be carefully balanced against privacy, safety, and exclusion risks (see Section 4.3).
Design Recommendations
· Introduce multiple verification options (phone number, email, device linking, or optional ID checks) to add friction to repeat account creation without requiring all users to disclose their real identity.
· Introduce additional verification when high-risk behaviours are detected (repeated bans, impersonation reports, or coordinated harassment), rather than requiring verification for all users.
· Provide clearer signals of account authenticity (verified identity markers or account history indicators) to help users make informed decisions about engagement.
· Allow flexible multi-account management while monitoring abuse patterns across linked accounts.

Policy Recommendations
· Ensure platform policies governing verification systems require collecting only the minimum personal information needed, storing it securely, setting clear limits on how long it is kept, and transparently explaining how identity information is handled.
· Ensure platform policies avoid mandatory identity verification that may exclude users without formal ID, those in unsafe domestic situations, or individuals who rely on pseudonymity for protection.
· Align platform policies on identity verification with relevant government regulations across jurisdictions, including safeguards against identity tracking or surveillance.



[bookmark: _Toc1470467909]Recommendation 4: Strengthen Context-Sensitive Flagging and Detection Mechanisms
Users want greater ability to flag harmful content, not only as victims but also as bystanders. They also express frustration when repeated re-uploads and culturally specific abuse go undetected. Experts support improved flagging and media-matching systems to reduce the burden on affected users, but caution that definitions of ‘harm’ are context-dependent and that automated detection alone cannot reliably interpret cultural nuance or evolving language (see Section 4.4).
Design Recommendations
· Enable bystander flagging pathways that include clear guidance on what constitutes harmful content, how flags will be weighted and assessed, and how the person affected will be notified in a trauma-aware manner.
· Incorporate AI-assisted media matching to identify identical or near-identical re-uploads of previously flagged content, reducing the need for repeated victim reporting.
· Combine automated detection with human oversight in culturally sensitive or context-dependent cases.
· Provide configurable notifications when content involving a user is flagged or detected, ensuring such alerts are trauma-aware and optional to avoid re-triggering harm.
· Regularly review and update detection models to account for evolving slang, coded language, and culturally specific expressions of abuse.

Policy Recommendations
· Establish platform policies governing flagged-content databases that align with relevant government regulations and define strict controls on how sensitive media is stored, accessed, and retained to prevent redistribution or secondary harm.
· Develop platform policies that include safeguards against misuse of flagging systems, including protections against coordinated or malicious reporting.
· Ensure moderation policies recognise cultural and linguistic variation, with investment in culturally competent review processes across jurisdictions.
· Maintain transparency within platform policies about how flagged content is evaluated, while avoiding disclosure that could enable evasion of detection systems.



[bookmark: _Toc447573700]Recommendation 5: Improve Detection and Accountability for Repeat and Patterned Abuse
Users want platforms to recognise patterns of repeated abuse, including multiple reports against the same account, repeated stalking-like behaviour, and suspicious activity across accounts. Many express a desire for greater visibility into potential risk signals (repeated profile visits or linked accounts), particularly in situations involving known perpetrators. Experts acknowledge the potential value of pattern detection in reducing harm and supporting earlier intervention, but emphasise that numerical indicators alone can be misleading and must be contextualised to avoid unfair targeting or misuse, including the disproportionate flagging of marginalised users or the weaponisation of reporting systems against the very people they are designed to protect (see Section 4.5).
Design Recommendations
· Connect reports over time to detect repeat patterns of harassment or abuse, rather than treating incidents as isolated events.
· Develop internal risk signals (repeated account creation, coordinated targeting, linked identifiers) to support earlier moderation intervention.
· Provide carefully designed user-facing safety signals (alerts about unusual or repetitive activity), prioritising user control and configurability.
· Ensure that any visibility features (profile view indicators or linked-account detection) are opt-in and balanced against privacy risks.

Policy Recommendations
· Establish platform policies about process standards for pattern-based enforcement, including thresholds for action, documentation of decisions, and accessible appeal pathways.
· Implement platform safeguards against false reporting and misuse of flagging.
· Define the platform’s limits on what behavioural data is surfaced to users to prevent retaliation, doxxing, or escalation.
· Ensure that the platform’s pattern detection systems are audited for bias, particularly where marginalised communities may be disproportionately reported or misclassified.



[bookmark: _Toc1709963198]Recommendation 6: Strengthen Safety Awareness Through Contextual and Responsible Guidance
Users describe difficulty discovering or understanding existing safety tools, often only encountering them after harm had escalated. They want clearer, timely guidance about what features exist and when to use them. Experts agree that improving discoverability and contextual support could reduce harm and user burden (see Section 4.6).
Design Recommendations
· Improve discoverability of safety features by offering contextual guidance to users (suggesting blocking, reporting, or relevant privacy controls when harmful interactions occur or are predicted), with AI-assisted guidance as one possible mechanism for surfacing these features when needed.
· Apply progressive disclosure: stage safety education over time instead of front-loading dense onboarding flows that users are likely to skip.

Policy Recommendations
· Establish platform guardrails for AI-based safety mechanisms, ensuring they redirect users to verified resources rather than independently interpreting or advising on high-risk situations.
· Platforms should define clear protocols for how sensitive information shared by users with AI-based safety assistants is logged, stored, and escalated, particularly where users disclose high-risk situations such as coercive control, threats, or self-harm.


[bookmark: _Toc2135390777]Section1: Introduction
This report presents findings from a national co-design study examining how women and gender-diverse people in Australia engage with social media safety features in the context of technology-facilitated abuse (TFA). The objective of this research was to build a new evidence base centred on everyday interactions with platform safety tools, and to translate these insights into practical design and policy recommendations for strengthening social media safety. These findings are intended to help designers and platform developers envision improved and alternative safety features to those that currently exist, by identifying what works, what falls short, and where gaps remain, particularly for women and gender-diverse users whose needs and expectations of safety are not yet adequately reflected in platform design.
Technology-facilitated abuse has become an increasingly visible and harmful dimension of online life, particularly on social media platforms where everyday communication, public expression, and community participation occur. These environments can also create new opportunities for harassment, intimidation, non-consensual image sharing, and identity-based abuse [7, 11, 12, 13]. Women and gender-diverse people are disproportionately affected by these harms, with women in Australia significantly more likely than men to report fearing for their safety online [13], and one in five women aged 18 to 45 reporting the non-consensual sharing of private or intimate content [17]. These insights highlight the importance of examining how safety features function within social media platforms [15, 18], where a substantial proportion of technology-facilitated abuse occurs [11, 33], and where women and gender-diverse users face heightened risk of harm.
Despite the ongoing expansion of social media safety architectures, limited Australian research has examined how adult women and gender-diverse users experience and navigate these tools in practice. Much existing work documents the prevalence and harms of technology-facilitated abuse [7, 11, 13, 14, 24]. However, less is known about how privacy and safety features — including but not limited to reporting systems, blocking functions, content controls, and identity verification mechanisms — operate in everyday use, where they fall short, and how users themselves imagine safer alternatives. 
To address this gap, we conducted 24 structured co-design workshops with 75 social media users across Australia, including women (85%) and gender-diverse participants (14%), with substantial representation from culturally and linguistically diverse (CALD) communities (70%). Participants were based across several Australian states, with most living in Victoria (VIC) (65%), followed by New South Wales (NSW) (32%), and few from South Australia and the Australian Capital Territory. The workshops explored how participants interact with existing safety and privacy features, alongside the pain points, workarounds, and unmet needs that shape their decision-making. Following the user workshops, we engaged experts in platform safety, digital policy, moderation, and technology design to examine feasibility, governance implications, and potential risks associated with the directions suggested by users.
The report begins with a background section outlining the landscape of technology-facilitated abuse and existing platform responses. It then describes the co-design methodology and expert consultation process. The findings section presents key themes emerging from the workshops, including reporting processes, content sharing controls, identity and verification mechanisms, flagging and detection systems, tracking abusive behaviours, and improving safety awareness and feature discoverability. The discussion integrates these themes to reflect on the definition of harm, burden on the victim, transparency for trust, design friction for prevention, AI influence and systemic changes.
This study contributes new evidence base on how social media safety features are experienced and used in everyday practice. Drawing on insights from the co-design workshops and expert consultations, we identify six key recommendations aimed at strengthening both the design and governance of platform safety systems. These recommendations address areas such as improving transparency in reporting processes, introducing preventative design measures that reduce opportunities for abuse, making safety tools easier to discover and use, and strengthening accountability in how platforms respond to harm.


[bookmark: _Toc181517349]Section 2: Background
Women in Australia experience disproportionate levels of online abuse across social media platforms. National research shows that women are twice as likely as men to fear for their safety online [13,14]. Online abuse directed at women commonly includes harassment, threats, sexualised comments, stalking, and impersonation. Image-based abuse represents one particularly harmful form of this broader pattern. National surveys have found that 20% of women aged 18 to 45 years have experienced non-consensual sharing of private content [7]. The prevalence is higher among respondents who identified as lesbian, gay, or bisexual (19%) compared to those who identified as heterosexual (11%) [7]. These figures demonstrate the scale and gendered nature of technology-facilitated abuse within Australia's social media environment. 
Beyond exposure rates, research examining the impact of online abuse on women's working lives has found that one in four women reported hesitancy to pursue public-facing roles due to concerns about online harassment [11]. These findings demonstrate that social media abuse extends beyond individual incidents, shaping professional participation, visibility, and digital inclusion.
[bookmark: _Int_e96cpYjo]Cultural context further shapes experiences of abuse. Australia is one of the most culturally diverse nations in the world, with recent census data showing that around 27.6% of the population were born overseas and nearly half (48.2%) have at least one parent born overseas at the time of the 2021 Census [3]. 5.8 million people (22.8% of the population) reportedly speak a language other than English at home, reflecting linguistic diversity that spans hundreds of languages [4]. These figures underscore the multicultural fabric of Australian society and highlight the significance of considering cultural and language diversity when examining online experiences, including safety and abuse. Research commissioned by the eSafety Commissioner with women from culturally and linguistically diverse (CALD) backgrounds points to additional dimensions of online abuse, such as culturally specific threats, community-related stigma, and language barriers that inhibit access to support services [24]. These factors may compound harm and create unique barriers to navigating safety features on social media platforms, suggesting that one-size-fits-all approaches to platform safety can miss important contextual needs.
Research shows that online abuse does not occur in isolation from broader social dynamics. Women, gender-diverse people, and those from culturally and linguistically diverse communities often experience abuse that draws directly on gendered, racialised, or identity-based stereotypes. For example, studies of transgender and non-binary users demonstrate how platform features designed for visibility and engagement can inadvertently expose them to targeted harassment or unwanted attention, and how these affordances can be weaponised against them [29]. Research on non-consensual image distribution further illustrates how perpetrators exploit anonymity, virality, and platform affordances to amplify harm [5]. These findings highlight that abuse is shaped not only by individual behaviour but also by how platform tools operate in social contexts where existing power imbalances can be reproduced and intensified. As a result, the same safety feature may function differently depending on who is using it and under what circumstances. 
While a growing body of work examines abuse on social media platforms affecting women and gender-diverse people, existing research tends to focus on prevalence, legal reform, or victim experiences of harm. In parallel, fewer studies have used participatory and co-design approaches to explore how social media platforms might better respond to online harassment. These studies often engage participants in scenario-based workshops where harassment situations are discussed through short narratives or storyboards, allowing participants to reflect on current platform responses and collaboratively generate ideas for interventions [1]. Through these activities, participants have proposed a range of design responses, including improvements to reporting systems, visibility controls, and other preventative mechanisms aimed at interrupting harmful interactions or supporting safer platform use. Further research has involved young people in examining how algorithms and platform design shape privacy and safety experiences through participatory design activities, including prompt-based discussions about platform features and algorithms and collaborative sketching exercises using tools such as Figma to surface ideas that help users better understand or manage platform behaviours [26]. Through these approaches, co-design research has highlighted the potential of participatory methods to generate design ideas that address both preventative and responsive forms of online safety.
However, participatory and co-design research in this area has more frequently centred adolescents or youth populations [1, 26], often outside the Australian context. There remains comparatively limited research examining, in depth, how adult women and gender-diverse users in Australia engage with the safety features already embedded within major social media platforms. In particular, there is limited qualitative evidence exploring what tools users rely on, which features are perceived as ineffective or burdensome, and what gaps remain between platform affordances and lived digital realities.
 
The eSafety Commissioner's national survey found that most adults from targeted groups (including sexually diverse people, Aboriginal and/or Torres Strait Islander people, people with disability, and linguistically diverse communities) did not take action after encountering online hate; among those who did, the most common responses were blocking or reporting the account [12]. Research with women from culturally and linguistically diverse backgrounds similarly indicates that reporting can be perceived as burdensome or ineffective in addressing harm [24]. At the same time, platforms have continued to expand their safety infrastructures, incorporating automated moderation, AI-driven detection, filtering tools, and layered privacy controls. This evolving landscape raises important questions about whether these developments meaningfully address previously identified concerns, why certain features remain underused or perceived as ineffective, and how users themselves imagine more responsive and preventative approaches to online safety.
 
This report contributes new and in-depth evidence drawn from a substantial program of co-design workshops with adult women and gender-diverse social media users across Australia, including strong representation from culturally and linguistically diverse communities. The scale of participation exceeds many existing qualitative studies in this domain, enabling a broader range of scenarios, perspectives, and safety concerns to be surfaced. Importantly, the study also integrates expert workshops involving professionals in platform safety, digital policy, moderation, and technology governance. This dual-perspective approach allows for both user-generated proposals and critical examination of feasibility, proportionality, governance implications, and unintended consequences.
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To examine social media safety practices and identify opportunities for improvement, we conducted two rounds of co-design workshops with two distinct participant groups: women and gender diverse social media users, and domain experts (online safety, usability and user experience, legal, policymakers). The workshops were designed to support open discussion, collaborative exploration, and the generation of user- and practice-informed insights to inform design and policy recommendations.
 Between October and December 2025, 24 structured workshops of approximately three hours were conducted with social media users across Australia, using Zoom and in person sessions (in Melbourne). Subsequently, 6 workshops were conducted in December 2025 with Australian and international experts. Ethical approval was sought and received from the RMIT University Human Research Ethics Committee prior to commencing the research work.
[bookmark: _Toc1360685991]Participant Profiles and Recruitment
[bookmark: _Toc1690675632]Social Media Users
The first round of workshops involved social media users and focused on understanding everyday safety concerns, perceptions of existing platform features, and ideas for improvement. Across this phase, we conducted 24 workshops with a total of 75 participants. Recruitment was carried out through targeted outreach, community networks, and partner organisations, with the aim of engaging a diverse range of social media users. Recruitment materials outlined the purpose of the workshops, participation requirements, and data use practices, and interested participants registered via an online form. As part of this form, participants were asked to provide information about how they used social media, including the platforms they used and the nature of their engagement, to support participant selection and contextualise their perspectives during analysis.
As required by the target group of this research, most participants were women (85%). Eight percent identified as non-binary. One participant (1.3%) identified as a transgender woman, and two (2.6%) identified as genderqueer or genderfluid. Less than three percent (n=2) of participants identified as men whose sexual orientation is gay. The majority (68%) of the sample identified as heterosexual. Thirteen percent identified as bisexual. Ten percent identified as queer, with the remaining participants identifying as asexual (2%), lesbian (1%), and pansexual (1%). Participants ranged from 19 to 60 years old. The average age was 29 years.
Most participants identified as Asian (78%), followed by European (17%), with the remaining identifying as Australian (5.3%) or Middle Eastern (2%). Most participants spoke a language other than English at home (76%), while (18%) reported speaking only English. The languages spoken other than English included Mandarin (18%), Indonesian (18%), Sinhala (7%), Hindi (7%), Cantonese (6%), Tamil (3%), Urdu (3%), Japanese (1%), Kannada (1%), Nepali (1%), Tagalog (1%), Arabic (1%), German (1%), and French (1%).
Most participants were living in Victoria (65%), including one person in a regional area, followed by New South Wales (32%), with the remaining participants residing in South Australia (1%) and the ACT (1%).
[bookmark: _Toc1997276952]Experts
The second round of workshops was conducted with experts working in areas related to protecting women and gender-diverse individuals from technology-facilitated abuse. This included researchers, industry stakeholders, community advocates, and policymakers. In total, six expert workshops were conducted with 21 participants. These workshops built directly on insights from the user workshops and focused on critique, refinement, and evaluation of the design and policy ideas generated by users.
Experts participating in the consultation workshops brought a range of professional perspectives relevant to online safety, platform governance, and technology design. Most participants had backgrounds in academia or research (71%), alongside expertise in design or user experience (52%), policy or regulatory roles (24%), technology or engineering (10%) and community advocacy or support services (10%). On average, participants had approximately ten years of professional experience in their respective fields. A further table in the appendix provides additional details on the professional experience and areas of expertise represented among the experts.
Participants were primarily based in Australia, with the largest representation from Victoria (43%) and New South Wales (38%), followed by the Australian Capital Territory (10%) and Queensland (5%). One participant was based in the United States (5%), providing an additional international perspective.
 Experts represented diverse gender identities and cultural backgrounds. Gender distribution included 67% women and 33% men. Participants also reflected a range of ethnic backgrounds, including North-West European (48%), Southern and Eastern European (24%), Oceanian (24%), Southern and Central Asian (14%), North African and Middle Eastern (14%), South-East Asian (10%), as well as smaller representation from Sub-Saharan African, North-East Asian, and American backgrounds. Many participants reported multilingual abilities, with 48% speaking languages in addition to English. Languages spoken included Hebrew, Thai, Sinhala, Hindi, Welsh, Finnish, Spanish, Portuguese, and Arabic, alongside English.
[bookmark: _Toc582175462]Structure of Workshops with Social Media Users
Co-design workshops were selected as the primary method to engage participants directly, listen to their perspectives, and understand how they interpret and respond to safety challenges on social media. User workshops explored what safety problems participants encounter, how effective or efficient current platform features are perceived to be, and what new or improved approaches they would propose. Expert workshops then engaged participants in critically reflecting on these user-generated ideas, drawing on their professional knowledge to assess feasibility, risks, and broader implications. 
[bookmark: _Toc2131665295]Methods
Each workshop was facilitated by two members of the research team and followed a predetermined structure to ensure consistency across sessions. Workshops began with an overview of the goals and scope of the session, followed by a brief introduction to existing social media safety features. We focused specifically on three social media platforms: Facebook, Instagram, and TikTok. These platforms were selected because they are among the most widely used social media platforms in Australia [16], they share similar social media affordances making design and policy recommendations applicable across all three, and they are platforms where a significant proportion of technology-facilitated abuse has been reported [34, 35]. A short onboarding activity was used to familiarise participants with the collaborative tools being used, particularly the digital whiteboard. Participants then completed a brief icebreaker activity focused on their general use of social media.
The core workshop activities were structured around a scenario-based approach (see next sub-section). Participants were first introduced to a scenario relevant to online safety and engaged in an empathy mapping activity to reflect on how they might think, feel, and act in that situation. This activity prompted participants to consider their emotional responses, what questions they might ask, and what actions they or others — including friends, family, and the platform — might take in response to the scenario. Following the empathy mapping activity, participants developed an individual action plan outlining the steps they would take if they were directly affected by the scenario, drawing on existing platform safety features or other responses available to them. Participants then shared and discussed their action plans with the group, offering feedback and identifying common themes across their responses. Building on this discussion, participants individually developed user stories to articulate specific safety features or improvements they would like to see on social media platforms. These user stories followed the format: ‘As a [user], I want [feature], so that [goal]’. The group then voted on the user stories, with each participant selecting one to two stories they felt were most important or feasible to take forward.
Selected user stories formed the basis of a collaborative storyboarding activity, in which participants visually narrated how an improved safety feature might look and function in practice. Storyboards were designed to capture both preventative and responsive dimensions of safety — that is, how a feature might help detect or interrupt harm before it escalates, as well as how it might support users in responding after harm has occurred. Participants were prompted to consider questions such as: How does the situation begin? How does the feature intervene or support the user? How is the situation resolved, and does the user feel safe?
[bookmark: _Toc705760365]Scenarios
To support structured discussion during the workshops, we developed 12 short scenarios depicting different forms of technology-facilitated abuse occurring on social media platforms. These scenarios were designed to reflect common, yet varied, experiences of online harm, enabling participants to respond to concrete situations rather than abstract questions. Each scenario was presented as a short narrative involving a fictional character navigating a specific safety concern. Across the 24 workshops, each scenario was used twice, ensuring that all 12 scenarios were discussed by multiple groups.
The scenarios were informed by prior empirical research and national reports on technology-facilitated abuse, including qualitative interviews with victim-survivors of image-based abuse, research on non-consensual image distribution and deepfake sexual imagery, and reports examining stalking, impersonation, coercive control, and harassment in digital contexts [12, 15, 18, 21, 27]. For example, scenarios involving threats to share intimate images and digitally altered sexual imagery were inspired by research documenting the harms of image-based abuse [21], while situations depicting coercive monitoring, impersonation, and repeated unwanted contact were informed by interview-based studies of victim-survivors and research on technology-facilitated domestic abuse [15,18]. Identity-based harassment and online hate scenarios drew on national research examining targeted abuse against culturally diverse, gender-diverse, and other marginalised communities [12].
Together, the scenarios were designed to capture a spectrum of harms, including stranger harassment, abuse by former partners, impersonation, account compromise, AI-generated explicit imagery, coordinated harassment, and threats of exposure. They also varied by victim profile, perpetrator profile, and relationship dynamics to reflect the relational and contextual nature of social media abuse. Table 1 summarises the 12 scenarios, including the type of abuse, victim and perpetrator characteristics, relationship between them, and the research sources informing each case. The full scenario narratives are provided in Appendix - Scenarios at the end of this report. The goal was not to replicate any single case, but to create realistic prompts that could elicit participants' reflections on existing platform features, perceived limitations, and desired improvements.
[bookmark: _Toc1290126457]Participant Inclusion and Model of Care
Participant inclusion and care were embedded as core principles in the design and facilitation of the workshops. Prior to each session, participants were provided with detailed information about the workshop structure, activities, and expectations to support informed participation. A brief preparatory call was conducted with each participant to understand their motivations for participating, identify accessibility needs, and discuss preferred modes of engagement. Multiple participation options were supported, including verbal discussion, written responses in shared documents, use of chat functions, and contributions via digital whiteboards, enabling participants to engage in ways that felt comfortable and safe.
Workshops were conducted both online and in person, with the format selected based on participant accessibility and location. Participants based interstate or requiring travel were prioritised for remote participation, while in-person sessions were offered where this was more accessible. In-person sessions included snacks and refreshments. Across both formats, participants were free to step out at any time (with notice to facilitators), and regular breaks were built into the workshop structure to reduce fatigue and emotional strain.
Given the sensitive nature of the scenarios discussed, a structured model of care was implemented. All facilitators completed formal training in trauma-informed research practice prior to conducting workshops with participants. Participants were invited to anonymously indicate their stress levels throughout the session and were encouraged to signal distress or request a pause using both verbal and anonymous mechanisms. Where distress was indicated, facilitators paused the workshop and guided participants through brief grounding or de-escalation activities drawn from trauma-informed facilitation practice. These included box breathing, in which participants were guided through slow, equal-count inhale, hold, exhale, and hold cycles to regulate the nervous system, and a grounding exercise using the five senses, in which participants were invited to notice five things they could see, four they could hear, three they could touch, two they could smell, and one they could taste, to support a return to present-moment awareness.
[bookmark: _Toc1602434203]Structure of Workshops with Experts
In the expert workshops, we presented synthesised findings from the user co-design sessions, tailored to align with the specific expertise and professional backgrounds of the participants. For each theme, we briefly outlined: (1) the core problem identified by social media users (e.g., limitations in reporting processes or misuse of intimate content), (2) the associated pain points (e.g., lack of transparency, limited preventative controls, burden on victims), and (3) the improvement directions or feature ideas proposed by users (e.g., clearer triage explanations, warnings for uploaders, stronger controls around image sharing). Following the presentation of each theme, experts were invited to critically reflect on the proposed directions using a structured discussion framework.
For each user proposed solution, experts were asked to consider the following:
· Effectiveness: Whether and to what extent the proposed solution addresses the identified problem.
· Strengths and Risks: What may work well and what unintended harms or vulnerabilities could arise.
· Practicality: Design implications, usability considerations, and technical feasibility.
· Policy and Ethics: Regulatory, governance, privacy, and ethical implications.
· Impact: How different user groups might experience the solution, including inclusivity and potential unintended consequences.
[bookmark: _Toc1316465728]Data Collection and Analysis
All workshops were conducted with informed consent. Prior to participation, individuals received a detailed Participant Information and Consent Form (PICF) outlining the purpose of the study, the nature of the scenarios, potential risks, and their rights to withdraw at any time. The specific scenario to be discussed in each workshop was shared in advance, and the pre-workshop call provided an opportunity to clarify what participation would involve, discuss expectations, and address any questions before the session.
Workshops were audio-recorded with permission and securely stored. Once transcripts were obtained, recordings were deleted. Outputs from the social media user workshops were analysed using reflexive thematic analysis. The analysis involved iterative reading of transcripts, systematic coding, and ongoing discussion among the research team to refine interpretations and identify patterns across workshops. Analytical memos were used to document emerging insights and decisions throughout the process, supporting transparency and consistency in theme development. Findings were grounded in participants' own words and synthesised into key themes relating to how participants currently interact with and experience social media safety features, the pain points and limitations they encounter when navigating harm, unmet needs that existing platform tools fail to address, and the solutions and improved features participants envisioned to better prevent, detect, and respond to technology-facilitated abuse.
These preliminary themes were then presented to expert participants in subsequent workshops. Experts were invited to critique and reflect on the proposed ideas using a structured framework examining effectiveness, strengths and risks, practicality, policy and ethical considerations, and accessibility and broader impact. This iterative process enabled the refinement of insights by integrating experiential perspectives with feasibility and governance considerations.
Table 1 Summary of the 12 scenarios (see assigned reference letter) used across the workshops, including the type of abuse, victim and perpetrator profiles, their relationship, and the research informing each case.
	
	Type of abuse
	Victim’s Profile
	Perp’s Profile
	Relation
	Source

	A
	Sending sexual content
	Young woman
	Middle-aged man
	Stranger
	[27]

	B
	Impersonation
	Middle-aged gender-diverse
	Young woman
	Work
Colleague
	[11]

	C
	Threatening to post nudes online
	Young CALD woman
	Young man
	Stranger
	[15]

	D
	Posting negatively about an ex-partner
	Middle-aged woman
	Middle-aged man
	Ex-partner
	[15]

	E
	Gender-identity-targeted abuse
	Young sexually
diverse person
	Young man
	Friend
	[15]

	F
	Hacking accounts
	Young woman
	Young man
	Ex-partner
	[15]

	G
	Non-consensual intimate images sharing
	Young woman
	Young man
	Current partner
	[21]

	H
	Sending threatening messages
	Middle-aged woman
	Middle-aged man
	Ex-partner
	[15]

	I
	Deepfake pornography
	Young woman
	Middle-aged man
	Stranger
	[21]

	J
	Continually engage with victim's online content
	Young woman
	Young man
	Ex-partner
	[15]

	K
	Cultural-identity-targeted abuse
	Middle-aged woman
	Any aged person
	Stranger
	[12]

	L
	Stalking
	Young non-binary person
	Young man
	Stranger
	[12]






Infographic titled "Abuse Experience and Platform Response Themes." A flow diagram connects six types of online abuse experience on the left to six platform response themes on the right, using coloured curved lines to show relationships between them. Each abuse type connects to multiple response themes, illustrating overlapping solutions.
Abuse experience types listed on the left: Non-consensual image sharing and deepfakes; Impersonation and fake accounts; Harassment and threatening messages; Stalking and coercive digital monitoring; Identity-based and cultural harassment; Account takeover and hacking. 
The mapping between abuse types and platform response themes is explained below.
Improved reporting process (transparency · triage · escalation): Mentioned as useful across all six abuse experience types: non-consensual image sharing and deepfakes, impersonation and fake accounts, harassment and threatening messages, stalking and coercive digital monitoring, identity-based and cultural harassment, and account takeover and hacking.
Content ownership and sharing (controls · evidence · retraction): Mentioned as useful across all six abuse experience types: non-consensual image sharing and deepfakes, impersonation and fake accounts, harassment and threatening messages, stalking and coercive digital monitoring, identity-based and cultural harassment, and account takeover and hacking.
Identity and account verification (accountability · anti-throwaway): Mentioned as useful in relation to non-consensual image sharing and deepfakes, impersonation and fake accounts, harassment and threatening messages, and stalking and coercive digital monitoring.
Flagging and detection (AI matching · bystander flagging): Mentioned as useful in relation to non-consensual image sharing and deepfakes, impersonation and fake accounts, and account takeover and hacking.
Tracking abusers and patterns (risk signals · repeat behaviour): Mentioned as useful in relation to non-consensual image sharing and deepfakes, impersonation and fake accounts, harassment and threatening messages, stalking and coercive digital monitoring, and account takeover and hacking.
Safety awareness and guidance (onboarding · contextual prompts): Mentioned as useful in relation to non-consensual image sharing and deepfakes, impersonation and fake accounts, and account takeover and hacking.



[bookmark: _Toc919182468]Section 4: Findings
Across two rounds of co-design workshops with social media users (n=75) and domain experts (n=21), participants generated a broad set of feature-level and system-level recommendations to strengthen safety on social media platforms for women and gender-diverse people. This section presents the findings organised into six key themes (see Figure 14): Improving the Reporting Process; Content Ownership and Sharing Controls; Identity and Account Verification; Identifying and Flagging Harmful Content; Tracking Abusers and Abusive Behaviours and, Training Users on Safety Features and Awareness.
For each theme, we first describe the proposed features and improvements from the perspective of social media users, illustrated through participant excerpts and user stories. We then outline expert considerations, reflecting on effectiveness, strengths and risks, practicality, policy and ethical implications, and accessibility impacts. Together, these findings provide a structured account of how participants envision safer platform design, and contextualise the design and policy recommendations outlined earlier in this report.
[bookmark: _Toc1714610028]4.1 Improving the Reporting Process
Discussions about reporting were particularly prominent in scenarios involving non-consensual intimate image sharing (Scenario G), persistent unwanted contact (Scenarios A and C), impersonation and account misuse (Scenarios B and F), stalking and threats (Scenario L), and cross-platform harassment by an ex-partner (Scenario D) (see full scenario descriptions in Scenarios). In these contexts, reporting was often described as the primary formal action available to users.
However, participants consistently characterised existing reporting mechanisms as slow, opaque, and emotionally discouraging. Many described submitting reports and then “hearing nothing back”, feeling unsure whether their concerns were reviewed, dismissed, or simply lost within automated systems, particularly in high-risk situations such as repeated re-uploads of intimate content or escalating threats. This uncertainty intensified distress and reduced trust in the platform. Some participants described reporting as burdensome, particularly when required to repeatedly document harm across multiple accounts or platforms.
Rather than requesting entirely new safety tools, participants focused on improving the reporting experience itself. They wanted clearer categories that matched their situations, simpler steps during moments of distress, visible progress updates, and reassurance that a real person or accountable system was taking their case seriously. Across workshops, the emphasis shifted from simply enabling reports to making the process feel responsive, transparent, and supportive. The following features reflect these needs.
· Clearer reporting categories and contextual descriptions (widespread request)
· Human-AI moderation support (widespread request)
· Tracking and progress visibility after reporting (widespread request)
· Transparent actions and outcomes (widespread request)
· Delegation or trusted-person support (occasional request)
· Access to timely assistance or escalation channels (common request)
*Widespread: almost everyone said this, common: a lot of people said this, occasional: some mentioned, isolated: one-off idea.
Word Cloud 1 — Improving the Reporting Process
This word cloud contains the following phrases, displayed in varying sizes to reflect how frequently or prominently they were mentioned: Track progress of reporting (largest); Human moderation; Delayed response; Lack of feedback and tracking; Don't know what happens in the background; Explain about personal situation; Mass reporting is not for everyone; Lack of transparency in reporting; Set timeline for report processing; Check in with victims and users; One on one conversation; Many people need to report to initiate action; Let users know the rationale; Feels like AI is first, human second; More reporting categories; To report legally; Using AI to direct to right moderators; Triage based on urgency; Connect reports on the same perpetrator; Limited reporting options; AI moderation; Assurance that content has been taken down; Reporting categories with details; Report through alternate means when account is hacked; Not straightforward for low literacy users; Can't stop new accounts from being created; Edit and follow-up reporting; Report multiple posts together; Offer support services; Add evidence; Verification in impersonation cases; Indicate things under review; Response is condescending; Reports are not deemed as hateful; AI should direct to support services.
[bookmark: _Toc89299277]4.1.1 Clearer reporting categories and contextual descriptions
Participants frequently described difficulty matching their experiences to the limited reporting categories provided by platforms. Harassment, impersonation, or identity-based abuse often fell into ambiguous or overly broad options, which made reports feel misclassified or dismissed. Several participants noted that subtle or contextual harms, such as coded language, cultural mockery, or implied threats, were especially hard to capture through predefined checkboxes. Without space to explain the situation in their own words, users worried that automated systems or reviewers would misunderstand the severity of the issue, resulting in inaction.
To address this, participants proposed more specific and representative categories, along with opportunities to add short written explanations, examples, or supporting context. Some suggested layered flows with main categories followed by subcategories to better narrow the problem, while others asked for open text fields to describe nuance that AI might not detect. These additions were seen as ways to improve both the accuracy of moderation decisions and users' confidence that their concerns were properly understood. One participant shared how some platforms can extend reporting categories with a space for explanation:
“It would help if there was an ‘other’ field where you could write details. Maybe AI could sort those words into categories, and then a human could review the ones that come up often...”
~23-year-old Asian woman, active social media user who creates and shares content, reshares content, and consumes content
Expert Considerations
Experts suggested that clearer categories combined with lightweight contextual input and appropriate human review may improve both accuracy and user trust, while remaining feasible for large-scale moderation.
· Effectiveness: Experts agreed that poorly defined or overly broad categories can reduce moderation accuracy, as reports may be routed to the wrong queues or misinterpreted by automated systems, leading to inconsistent or delayed outcomes.
· Practicality: While adding more categories or free-text fields can improve precision, experts cautioned that this also increases review complexity and workload. They suggested the need for better triage mechanisms, such as AI-assisted sorting, to ensure reports remain manageable at scale.
· Impact: Experts highlighted that many harms, particularly identity-based, cultural, or contextual abuse, are difficult for automated systems alone to interpret. Allowing users to describe situations in their own words and enabling human oversight can help ensure these experiences are more fairly assessed.
[bookmark: _Toc1973965936]4.1.2 Human-AI moderation support
Although reporting tools were available, many participants felt that their concerns disappeared into automated systems with little reassurance that anyone had actually reviewed their case. Responses were often described as generic, delayed, or impersonal, which reduced trust in the platform and discouraged further reporting. Several participants expressed frustration at ‘chatbot loops’ or automated replies that did not fully understand nuanced or identity-based harms.
In response, participants repeatedly called for ways to reach a real person, particularly for serious or sensitive situations such as harassment, impersonation, or intimate image abuse. Rather than relying solely on automated moderation, they wanted clearer escalation pathways where complex cases could be reviewed by trained human moderators. Some also recognised that AI could still play a role in triaging or routing reports quickly, but emphasised that human judgement and empathy are critical for fair decisions and emotional reassurance.
Participants often described AI not as something to replace people, but as a way to quickly route their issue to the right support:
“Maybe the AI could first just ask what the problem is and then redirect you to whoever is in charge. Like, if I say someone's impersonating me, it recognises that category and transfers me to an actual human who knows what to do. So we're kind of cutting out the middleman and not waiting around for approval.” 
~21-year-old Asian woman, social media user who reshares and consumes others' content
Others emphasised that fully automated systems struggle with nuance, especially in more serious or contextual cases:
“If it’s really serious, a human on the other end could review it instead of it being purely computerised, because sometimes it's hard to get it right with just what a computer can catch.”
~23-year-old Asian woman, active social media user who creates and shares content, reshares content, and consumes content
Expert Considerations
Overall, experts viewed human-AI collaboration as a practical direction, with AI helping manage scale and humans providing judgement and care in more complex situations, provided appropriate training and privacy safeguards are in place.
· Effectiveness: Experts agreed that AI systems alone often struggle to interpret contextual, cultural, or identity-based harms. Human moderators are better positioned to assess nuance and make proportionate decisions in complex cases.
· Practicality: Fully human moderation for all reports is not feasible at scale. Experts agreed on the idea of hybrid approaches where AI supports triage and prioritisation, with human reviewers focused on high-risk or sensitive cases.
· Policy and Ethics: Enabling direct human contact may encourage users to share sensitive or traumatic experiences, which raises concerns about whether moderators are adequately trained to respond safely and how such personal information is handled and protected.

[bookmark: _Toc2072876610]4.1.3 Tracking and progress visibility after reporting
A recurring frustration across workshops was the lack of visibility once a report was submitted. Participants described reporting harmful posts or accounts and then hearing nothing back, sometimes for days or weeks. Without updates, it was unclear whether the report had been received, reviewed, or acted upon. Several participants also noted that they did not know whether a dashboard or dedicated space even existed to check on the status of their reports. This uncertainty left people feeling ignored, unsupported, or forced to repeatedly report the same issue or ask friends to help escalate it.
Participants therefore called for clearer feedback and progress tracking throughout the process. Suggestions included acknowledgement messages, estimated timelines, status dashboards, and notifications explaining what actions were taken. Rather than a one-off submission, reporting was envisioned as an ongoing, transparent process that shows where a case sits and what happens next. 
Participants described wanting clearer, tangible feedback that shows where their report sits and what happens next, ranging from simple timelines to more detailed dashboards:
“There's a report dashboard [persona of the scenario] can check with the details of her report and its status, whether it's active or under review. It shows what's going on, the possible timeline for how it will be processed, and then updates after a few days about what action was taken. Knowing that the report is heard and something has happened makes her feel secure and relieved, and able to use the platform safely again.”
~21-year-old Asian woman, social media user who creates and posts content, consumes others' content and moderates social media accounts or groups
Expert Considerations
Experts viewed greater transparency and feedback as a practical, low-risk improvement that could strengthen trust in the reporting process.
· Effectiveness: Clear acknowledgements and status updates may reduce anxiety and repeated reporting by helping users understand that action is underway.
· Practicality: Implementing timelines, dashboards, or automated updates are viewed as technically feasible and compatible with existing ticketing or case-management systems, and could also support victim-survivors in holding platforms to account.
· Impact: Transparent progress indicators may particularly benefit users under stress, by lowering cognitive load and avoiding the need to navigate complex help channels or chase responses.

[bookmark: _Toc1960644916]4.1.4 Transparent actions and outcomes
Beyond simply tracking the status of a report, many participants wanted clearer insight into what happens behind the scenes once a report is submitted. While some platforms provided generic acknowledgements such as 'thanks for your report’, participants described feeling left in the dark about how decisions were made, who reviewed the content, or why certain actions were or were not taken. This lack of transparency often led to uncertainty and mistrust, particularly when harmful content remained visible or when reports were dismissed without explanation.
Participants suggested that platforms communicate not only progress, but also the reasoning behind outcomes. They wanted to understand how reports were triaged, whether AI or human moderators were involved, what evidence was considered, and what criteria determined removal, warnings, or inaction. Making these processes visible was seen as a way to feel heard, regain a sense of control, and hold platforms accountable, rather than feeling that reports disappeared into an invisible system.
Participants emphasised that beyond simple status updates, they wanted clearer insight into who was handling their case and how decisions were being made behind the scenes.
“Sometimes you don't have a clear understanding of where the case is at, whether there's a case officer assigned, or what's happening in the background. It makes me really anxious if I don't know what's going on, and it doesn't help if I want to take further action. I would want to see what's happening.”
~35-year-old Asian woman, active social media user who creates and posts content, reshares content, participates in discussions and moderates social media accounts
Expert Considerations
Experts agreed that clearer explanations of decisions and outcomes could improve trust and reduce frustration, particularly when users currently feel unsure about what happens after they submit a report.
· Effectiveness: Clear explanations of how decisions are made (for example, why content was or was not removed) may improve user trust and reduce repeated or duplicate reports driven by uncertainty.
· Practicality: Providing meaningful explanations for each case may require structured moderation logs or templated decision summaries, balancing clarity with the operational burden on moderation teams.
· Impact: Providing updates and decision rationales can reduce anxiety and emotional burden, particularly for people already under stress, helping them feel heard and supported rather than ignored by an opaque system.

[bookmark: _Toc1792845598]4.1.5 Delegation or trusted-person support
Several participants described how managing the aftermath of reporting such as gathering evidence, following up on updates, and navigating platform processes can feel overwhelming, especially when someone is already stressed or affected by harassment or experiencing trauma. Friends or family frequently step in informally to help, but there are few formal ways to share responsibility or coordinate support within the platform. As a result, participants expressed interest in features that would allow trusted contacts to assist with managing reports, tracking progress, or handling communications, reducing both practical and emotional burden.
“I envision the feature to give you the freedom to pass on the whole process to someone you trust, like a friend or family member. Kind of like a power of attorney. To take the burden off, because you're already feeling distressed.”
~29-year-old European woman, active social media user who creates and posts content, consumes content and moderates social media accounts
Expert Considerations
Experts framed delegation as enabling supportive accompaniment through the reporting journey.
· Effectiveness: Clear explanations of how decisions are made (for example, why content was or was not removed) may improve user trust and reduce repeated or duplicate reports driven by uncertainty.
· Strengths and Risks: Delegation must avoid exposing sensitive details to unsafe individuals or escalating harm if abusers (especially in abuse inflicted by current/ex-partners) gain visibility into the reporting process.
· Impact: Providing options to share the burden including choosing what information is shared, was seen as a way to meet users with empathy during crisis moments.

[bookmark: _Toc945632709]4.1.6 Access to timely assistance or escalation channels
Beyond reporting and tracking, participants emphasised the need for rapid intervention pathways, particularly in cases involving private or intimate image abuse. The speed at which such content spreads heighten anxiety and distress, with participants expressing that delayed platform responses could significantly amplify harm.
For some participants, timely acknowledgement alone was insufficient; they wanted immediate containment measures to minimise further exposure. They discussed the need for escalation beyond the platform when harm crosses into criminal or legal domains. In particular, some expected direct pathways to law enforcement where appropriate:
“I was hoping that if there was a feature where I could report this account, and that report would go directly to the police so they could track this person. I think I might feel safe sooner.”
~27-year-old Asian woman, active social media user who creates and posts content, and reshares others' content
Expert Considerations
Experts supported timely escalation pathways for high-risk cases but emphasised the need for clear severity triage and structured human oversight. They cautioned that without careful scoping and coordination with external authorities, such mechanisms could create unrealistic expectations or operational strain.
· Effectiveness: Escalation pathways must be clearly tiered according to severity. Cases involving credible threats, repeated harassment, or non-consensual intimate image distribution require faster triage and prioritised review.
· Strengths and Risks: Providing direct access to human moderators or external authorities can improve user reassurance and support documentation for potential legal action. At the same time, experts noted risks including reports being escalated to law enforcement prematurely or without sufficient evidence, the potential for malicious misuse of escalation pathways, and users developing expectations that platforms can guarantee an immediate police response. Clear criteria and safeguards would therefore be necessary to prevent misuse and ensure escalation pathways function as intended.
· Practicality: Experts raised concerns about the operational burden of real-time human support or 24/7 hotlines. They suggested that scalable escalation may require AI-supported triage combined with human review for high-risk cases, as well as careful coordination with external bodies across jurisdictions.
· Policy and Ethics: Experts highlighted the need for clear data-sharing protocols when cases are escalated beyond the platform. Escalation involving police or regulators must comply with privacy laws and ensure informed user consent, particularly in sensitive cases such as image-based abuse.
· Impact: Users experiencing distress may require both enforcement pathways and wellbeing support. Escalation features should therefore be clearly signposted, easy to understand, and accompanied by links to appropriate counselling or support services to reduce anxiety and improve perceived safety.

[bookmark: _Toc865534384]4.2 Content Ownership and Sharing Controls
Participants described that harm often escalates not only because harmful content exists, but because it can be quickly copied, saved, and redistributed in ways that are hard to trace or reverse. Once a photo, message, or post is screenshotted, downloaded, or forwarded, it can move outside the platform's control and remain accessible indefinitely. This made people feel that current safety options are limited because they mainly react after harm has spread, rather than preventing misuse at the point of sharing.
These concerns were reflected across multiple scenarios, including non-consensual intimate image sharing (Scenarios G, C, and D), AI-generated fabricated images (Scenario I), unwanted or escalating private messaging involving explicit or threatening content (Scenarios A, C, and H), and impersonation through hacked or fake accounts (Scenarios D and F) (see full scenario descriptions in Scenarios). In each case, the speed and ease with which content could be captured, edited, or re-uploaded intensified the harm and reduced users' sense of control.
In response, participants described a need for practical safeguards built into everyday content interactions. They wanted clearer control over who can save content, whether saving should be allowed at all, and how to limit redistribution of sensitive images that are shared consensually. They also highlighted tensions in what ‘safety’ means in practice, for example wanting to prevent misuse through screenshot restrictions while also needing reliable ways to preserve evidence if the situation escalates. Features users asked for includes the following:
· Controls to restrict screenshotting, screen recording, downloading, or saving content, or to notify users when this happens. (widespread request)
· Options to preserve or export evidence in a reliable way, including timestamps and platform-verified records. (common request)
· Ability to delete or retract sent content from both ends, especially intimate images or sensitive messages. (common request)
· Restrictions or friction for sharing intimate or explicit content, such as warning screens, blur-by-default, or timers. (occasional request)
· Consent prompts or checks when uploading or posting content that involves another person. (occasional request)
· Personal backup or archival tools so people can leave, restart, or recover accounts without losing important memories or content. (occasional request)
*Widespread: almost everyone said this, common: a lot of people said this, occasional: some mentioned, isolated: one-off idea.
Word Cloud 2 — Content Ownership and Sharing Controls
This word cloud contains the following phrases: Save evidence (largest); AI to automatically detect similar content; Way to know if someone saves or downloads content; Completely delete posts and associated screenshots; Preventing uploading intimate content; Not allowing to save pictures shared; Ask for consent if other people are involved in content; Users get a notification when someone screenshots content; Disable screenshots; Prevent saving intimate content; Report unconsented content; Back up my social media account; Delete all copies; Who downloaded my content; Timers for saving content; Blur messages with inappropriate images or words; A setting to control visibility and who can download; Image search to see where image has been posted; Option to delete, archive, save a copy for legal purposes; Useful when hacked — no need to relive the trauma; Automatically detect when perpetrator uploads an inappropriate photo; Inform victim about the fake photo; Use hash files; With permission; Include the photo or not; Avoid repetition in impersonation cases; Restrict sharing of sensitive content; Way of knowing the spread of content; The platform should prevent upload and remove fake account; Notified when someone uses your username or content without tagging; Notify user when content is screenshotted; Disclaimers to users when they upload content; Option to delete posts, messages and comments.
[bookmark: _Toc182047633]4.2.1 Restrictions and permissions for saving, downloading, or screenshotting content
Participants repeatedly described that once content is saved by someone else, it becomes difficult to contain harm. Screenshots and downloads were seen as a key point where private images, close-friends posts, or sensitive messages can be redistributed without consent. People also described uncertainty about who has accessed their content, and fear that saved copies can be used later for threats, coercion, or ongoing harassment. Several participants pointed out that even if blocking or restricting helps in the moment, it does not prevent someone from keeping a permanent copy once they have downloaded or captured it.
Participants suggested stronger controls at the point where content can be saved. This included restricting screenshots or downloads entirely for certain posts, requiring permission before saving media, and notifying the original user when someone attempts to screenshot or screen record. Some participants also proposed 'view-only' modes, timed viewing, or blurring that reduces the chance of capturing content quickly. A few participants recognised limitations, noting that a determined person could still use another device to photograph a screen, but they still saw platform-level restrictions as a meaningful barrier that reduces casual misuse and makes suspicious behaviour more visible.
As one participant suggested:
“I want platforms to disable screenshots for ‘sharing controlled’ posts so that users can further protect their privacy.”
~29-year-old European woman, active social media user who creates, shares and consumes content
Expert Considerations
Overall, experts viewed these controls as useful safeguards that may reduce casual misuse and increase awareness, but not as complete protections, suggesting they be considered alongside evidence preservation and broader moderation measures.
· Effectiveness: Measures such as screenshot notifications, download restrictions, or automatic detection of reused content could increase friction and awareness, helping users notice when their content is being copied or misused. However, they cautioned that these features are unlikely to fully prevent misuse, as determined actors can still capture content through alternative means (for example, external devices or third-party tools). As such, these mechanisms may reduce casual harm but not eliminate deliberate abuse.
· Strengths and Risks: Providing notifications, permissions, or automated logging could give users greater visibility and a sense of control over how their content circulates, and may support earlier intervention or documentation. At the same time, experts noted a tension between restricting capture and enabling victims to collect evidence. Preventing screenshots entirely could unintentionally limit a person's ability to preserve proof of harassment or abuse.
· Practicality: From a technical standpoint, experts highlighted that many controls operate only at the app level and are difficult to enforce reliably at the device level. Once content appears on a screen, it is challenging to stop copying altogether. They suggested that more feasible approaches may include configurable permissions (e.g., per chat or per post settings) or notifications rather than hard blocks. At the time of this report, some platforms have begun experimenting with features that notify users when screenshots are taken or restrict what can be captured (e.g., displaying blank screens), indicating emerging directions for adding layers of privacy protection, although such measures remain limited in scope and effectiveness.
· Impact: Experts also reflected on the potential burden placed on users. Frequent warnings, confirmations, or notifications may become normalised and ignored over time, reducing their usefulness or adding cognitive load. Overly complex controls could disproportionately affect people with lower digital literacy or those already managing stressful situations.
[bookmark: _Toc1487823081]4.2.2 Options to preserve or export evidence in a reliable way
While participants wanted to limit how others could copy or redistribute their content, many also described the opposite need when they were facing harassment or abuse: the ability to reliably preserve proof. Messages, images, and posts could be quickly deleted by perpetrators, accounts could disappear, or content could be altered, leaving people without a record of what had happened. Several participants described feeling rushed to manually take screenshots before material vanished, which was stressful and easy to miss.
Participants also expressed uncertainty about whether screenshots alone would be considered trustworthy or sufficient, particularly if they needed to escalate a case to the platform, the Australian eSafety Commissioner, or police. As a result, current approaches felt fragile, time-consuming, and dependent on users remembering to document incidents themselves.
To address this, participants suggested built-in evidence tools that automatically or reliably capture key information when harmful behaviour occurs. Ideas included secure logs of incidents, account details, and platform-verified records that could be compiled into a single document or export. Some described features that automatically save reports or generate an authenticated s summary of the harmful incident, including what occurred, who was involved, and when, that could be shared with authorities if needed. These were framed as protective supports that reduce the burden on individuals and make it easier to act when situations escalate.
As one participant explained:
“The first step I would take, without a second thought, is screenshotting and saving the imagery and offensive comments... because just as quickly as someone can post or send them, they can delete them. It’s important to have that evidence... as the first step in making a police report or filing a complaint.”
~29-year-old European woman, active social media user who creates, shares and consumes content
Expert Considerations
Overall, experts viewed evidence tools as supportive safeguards that may strengthen users' ability to seek help and escalate harm, particularly when designed to be simple, secure, and optional rather than burdensome.
· Effectiveness: Platform-generated logs, timestamps, and verified records were seen as potentially more credible and complete than manual screenshots, and may reduce the burden on users to collect evidence during stressful situations.
· Strengths and Risks: Centralising evidence can support reporting and investigations, but may also create expectations that platforms store and manage sensitive personal information for longer periods, which could introduce additional responsibility and risk.
· Practicality: Automating capture of key metadata (for example, time, account ID, message history) was considered technically feasible, though experts noted the need for clear boundaries around what is stored and how long records are retained.
· Policy and Ethics: Centralising evidence introduces responsibilities around secure storage, access control, and retention.
· Impact: Providing simple, one-step exports or summaries may reduce cognitive load and make it easier for users in distress to seek help without needing complex technical knowledge.
[bookmark: _Toc1741017137]4.2.3 Ability to delete or retract sent content from both ends
Although many platforms already allow messages to be deleted or unsent, participants described these options as limited and unreliable in situations involving harassment, breakups, hacking, or coercion. Existing features often only remove content from the sender’s view or work within short time windows, leaving copies accessible to the recipient. Once sensitive images or messages had been shared, participants felt they had little control over what persisted, especially if the other person had already saved or redistributed the material.
Participants also described the emotional burden of content remaining visible in their history. Having to manually scroll through and delete messages one by one was described as time-consuming and distressing, particularly when trying to distance themselves from harmful experiences.
Participants asked for stronger forms of retraction that could support complete removal of content and reduce the likelihood of future misuse. Suggestions included deleting messages or images from both sides of a conversation, bulk or time-range deletion such as removing all content from a specific period of engagement with the abuser, and options to automatically remove sensitive media that had already been shared. These features were framed as ways to regain control, prevent continued threats or redistribution, and reduce the emotional impact of revisiting harmful material.
One participant expressed their need:
“I want to delete all history [of our chat] on both sides, so [persona of the scenario] doesn't have evidence that I sent it [the sexually explicit material].”
~29-year-old Asian woman, social media user who mostly consumes content
Expert Considerations
Overall, experts viewed stronger retraction tools as supportive mechanisms that may help users regain control and reduce harm, while noting that their effectiveness depends on clear expectations about what can and cannot be fully removed.
· Effectiveness: Removing content from both sides may reduce ongoing exposure and limit immediate reuse, particularly in cases where harm is contained within the platform.
· Strengths and Risks: Retraction tools can give users a sense of control and closure, but may create false confidence if recipients have already saved copies or captured content externally.
· Practicality: Experts noted that deletion can usually be enforced within platform storage, but becomes harder once files are downloaded, screenshotted, or shared elsewhere.
· Policy and Ethics: Allowing retroactive deletion must balance user protection with transparency and record-keeping needs, particularly where content may be relevant to investigations or disputes.
· Impact: Bulk or time-based deletion may reduce cognitive and emotional burden, especially for users managing distressing situations or large volumes of content.

[bookmark: _Toc1126554759]4.2.4 Restrictions or friction for sharing intimate or explicit content
Participants described that many harmful situations begin at the moment sensitive images or messages are shared, often impulsively, under pressure, or without fully considering how the content might later be saved, forwarded, or used against them. Once intimate or explicit material is shared, control quickly diminishes, particularly if trust breaks down or relationships change. Several participants reflected that existing platforms make sharing quick and effortless, but offer few safeguards that encourage people to pause or reconsider before sending something sensitive.
This ease of sharing was seen as contributing to regret and vulnerability. Participants noted that even if later protections such as blocking or deletion exist, they often come too late once content has already circulated.
To reduce these risks, participants suggested adding preventative friction during the sharing process itself. Ideas included warning screens before sending intimate media, blur-by-default previews for the recipient, timers or one-time viewing options, and prompts that ask for confirmation or consent before content is posted or forwarded. Others suggested requiring permission before downloading or resharing sensitive images, or automatically limiting how widely such content can be distributed. These measures were framed as small interruptions that create space to reflect, rather than hard restrictions that block communication entirely.
One participant suggested to ask permission for downloads:
“If someone wants to download a picture I shared, they should ask for my permission first... not to stop sharing completely, but to help me think twice about whether it's worth sending.”
~29-year-old Asian woman, social media user who mostly consumes content

Expert Considerations
Overall, experts suggested that introducing friction can support safer decisions, while recognising that technical and behavioural limits mean these measures should complement, rather than replace, other safeguards.
· Effectiveness: Warning screens, timers, and confirmation prompts may discourage impulsive sharing and reduce accidental or casual redistribution, particularly for sensitive content.
· Strengths and Risks: Lightweight friction can promote safer behaviour without removing user choice. However, implementing warnings or blur-by-default features depends on automated detection that may be imperfect, and frequent prompts risk being ignored or adding friction to everyday communication.
· Practicality: These measures are generally feasible at the interface level and can be applied selectively, for instance, to certain media types or settings.
· Policy and Ethics: Providing warnings or automated checks may require platforms to analyse private content, raising questions about user consent, surveillance, and how sensitive material is assessed.
· Impact: Simple, consistent controls may support safer decision-making, but overly complex settings or repeated interruptions could add cognitive load, particularly for users already under stress.

[bookmark: _Toc2063691103]4.2.5 Consent prompts or checks when uploading or posting content that involves another person
A smaller group of participants focused on situations where harm occurred because content that involved them was posted by someone else without their knowledge or permission. This included screenshots of private conversations, shared photos, or images that could be sensitive, intimate, or personally identifiable. Once uploaded, participants often only discovered the content after it had already circulated, leaving them to react rather than prevent the situation.
Participants described feeling that current platforms place the most responsibility on the person affected to report or remove content after the fact, rather than creating safeguards before something is posted. This reactive approach was considered stressful and insufficient, particularly when the material was sensitive or potentially harmful.
To address this, some participants suggested introducing consent checks at the point of upload when content clearly involves another identifiable person. Ideas included prompts asking whether permission had been obtained, notifications to the person depicted, or temporary holds that allow them to review or approve certain posts. These were framed as preventative measures that create a pause before sharing and reinforce expectations of consent, rather than blocking posting entirely.
One participant suggested to prompt the uploader about content involving other people:
“Maybe there can be features when you're about to post something that involves other people... like a question or some kind of preventative measure. If it's private or intimate, maybe it asks whether you've got the other person's consent before you can post it.”
~35-year-old Asian woman, active social media user who creates and shares content, engages in discussions, and comments on posts
Another participant suggested to warn the uploader if a similar image is reported in the platform before:
“If it's similar to something that's been flagged before, it could send a pop-up saying this looks like previously reported content and needs review before uploading... so it goes through moderation first. If it was flagged by mistake, they can still upload it.”
~23-year-old Asian woman, active social media user who creates and shares content, consumes content, engages in discussions, and comments on posts
Expert Considerations
Experts viewed consent checks as supportive preventative cues that may encourage more respectful sharing practices, while recognising that they are unlikely to prevent intentional misuse and are best considered as complementary safeguards.
· Effectiveness: Consent prompts may reduce accidental or thoughtless sharing and encourage more respectful behaviour, particularly in close relationships or peer contexts.
· Strengths and Risks: These checks reinforce norms around permission and accountability, but may be less effective in situations involving deliberate abuse or malicious intent.
· Practicality: Automatically identifying when a post involves another person can be technically challenging and may rely on tagging, facial recognition, or user input, which may be inconsistent or inaccurate.
· Policy and Ethics: Detecting or flagging content that features specific individuals may require analysing images or identities, raising questions about consent, biometric processing, and how such detection is governed.
· Impact: Additional prompts may add friction to everyday posting and could become burdensome if triggered too frequently, suggesting the need for selective or configurable application.

[bookmark: _Toc502872812]4.2.6 Personal backup or archival tools for safer exit and recovery
Few participants discussed situations where leaving or closing an account felt necessary for safety or wellbeing, such as after harassment, hacking, or ongoing abuse. However, doing so often meant losing years of photos, messages, connections, and personal history. This created a difficult trade-off: staying on a platform that felt unsafe, or leaving and losing important memories and content.
 
Participants described feeling attached to their accounts not only socially but personally, as records of relationships, milestones, and creative work. As a result, starting over or deleting an account could feel overwhelming and emotionally costly, even when it might otherwise be the safest option. Some participants also raised the need for bulk deletion tools that would allow them to remove large volumes of content, such as all posts or messages from a specific period, in a single action, rather than having to manually revisit and delete harmful or distressing material one item at a time.
To reduce this barrier, participants suggested clearer and more flexible backup or archival options that allow people to safely export, store, or transfer their content before leaving. Ideas included downloading posts and media in bulk, saving messages or timelines, or transferring core information to a new account. These tools were framed as ways to give people more freedom to exit harmful situations without feeling that they must sacrifice their digital history.
“I want [platform] to enable a feature that lets you delete posts from a certain time period in one go... so I don’t have to relive traumatic events or messages if there are hundreds”
~32-year-old Asian woman, active social media user who creates and shares content, and consumes content
Expert Considerations
Experts viewed archival and backup tools as supportive recovery features that may help users leave or rebuild safely, reinforcing a sense of control without directly interfering with everyday use.
· Effectiveness: Backup or archival tools may lower the barrier to leaving unsafe situations by allowing users to retain important content and memories.
· Strengths and Risks: These features support user autonomy and recovery, though exporting large amounts of personal data may introduce risks if files are stored insecurely or shared unintentionally.
· Practicality: Bulk export and transfer functions are technically feasible and already supported in some form on many platforms.
· Policy and Ethics: Providing data portability aligns with broader expectations around user ownership and control of personal information.



[bookmark: _Toc1506637551]4.3 Identity and Account Verification
Across nearly all workshops, identity verification emerged as a core concern linked to accountability and repeat abuse. Participants repeatedly described how easily fake, duplicate, or impersonation accounts could be created, allowing perpetrators to bypass account blocks, return after bans, or misuse someone else's identity. As a result, identity verification was discussed not as an additional feature, but as a foundational safeguard that could increase accountability, deter throwaway accounts, and provide stronger recourse when harm occurs. The following subsections outline the specific verification-related approaches raised by users and examined with experts. Features users asked for:
· Identity or ID-based verification during account creation (widespread request)
· Limits on multiple or throwaway accounts (occasional request)
· Verification for impersonation cases (occasional request)
*Widespread: almost everyone said this, common: a lot of people said this, occasional: some mentioned, isolated: one-off idea.
Word Cloud 3 — Identity and Account Verification
This word cloud contains the following phrases: ID verification (largest); Verify using IP; Ban and suspend accounts; Ban accounts based on IP and digital ID; Account creation verification and restrictions; Verification of authentic person; Restrict bulk account creation; Check email; MFA should be mandatory; One ID, Multiple Accounts; Regular reminders to change account passwords; Use of AI to notice impersonation; Tiered verified use; One User One Account; Universal rating for each user across profiles; Ban accounts across platforms; Strikes; Pass assessment; Onboarding warnings; How many times the account was reported; Transparency on how many accounts are held; Unable to create an account if rules violated; Check on how many accounts were reported before.
[bookmark: _Toc1102943026]4.3.1 Identity or ID-based verification during account creation
Across many workshops, participants described how easily abusive or fake accounts could be created. Blocking or reporting often felt ineffective because the same person could quickly return under a new profile, sometimes within minutes. This created a cycle where harmful behaviour resumed despite users taking protective actions, leaving participants feeling that current safety tools were temporary and reactive rather than preventative.
Participants also pointed to the broader issue of anonymity and limited accountability. Fake emails, fabricated names, and disposable accounts made it difficult to trace who was behind harmful behaviour or to demonstrate that an account was impersonating someone. Without clearer ways to link profiles to a real person, users felt there were few meaningful consequences for repeat offenders.
To address these frustrations, many participants suggested linking accounts to some form of verifiable identity, such as a government or digital ID, during account creation. Verification was framed as a basic gatekeeping step that could discourage anonymous misuse, increase accountability, and reduce the ease of creating throwaway or fraudulent profiles.
Participants described verification as a straightforward safeguard:
“...every time you generate an account then you need to be ID verified. I think it will be able to hold more people accountable for what they say and do...”
~32-year-old Asian woman, active creator, sharer, and moderator on social media
Expert Considerations
Experts acknowledged that some platforms already use forms of identity verification and agreed it can support accountability. However, they cautioned against making verification mandatory or universal, citing privacy, data security, and exclusion risks. They suggested offering verification as an opt-in safeguard and combining it with stronger enforcement of repeat offenders and improved moderation tools.
· Effectiveness: May deter casual or large-scale account creation by adding friction compared to the near-instant sign-up processes common on many platforms. However, it is unlikely to stop determined offenders, who may use alternative credentials, shared accounts, or other workarounds to continue their behaviour.
· Strengths and Risks: Could improve accountability, but introduces significant privacy and data security risks, particularly around how sensitive identity information is collected, stored, and managed by platforms.
· Practicality: Complex to implement consistently across jurisdictions. Countries vary widely in the types of identity documents available, and not all users have access to government-issued identification.
· Policy and Ethics: Platforms must consider the privacy implications of collecting and storing identity information, including risks of surveillance and centralised identity tracking, and should be transparent with users about how such data is managed and protected.
· Impact: May exclude people without formal ID or those who rely on anonymity for safety.

[bookmark: _Toc1693322806]4.3.2 Limits on multiple or throwaway accounts
In some workshops, participants described how easy it was to set up new or duplicate accounts using different emails or details, allowing the same person to repeatedly return under different profiles. This made accounts feel disposable and undermined efforts to stop harmful behaviour, as issues resurfaced through fresh accounts rather than being contained at the source.
To address this, many participants suggested restricting how many accounts a person can create or linking related accounts together. Proposals included tying accounts to a device, mobile number, or form of ID, detecting repeated accounts from the same source, or making the number of accounts more visible so patterns of misuse are easier to spot.
“Each profile could show how many accounts a person has... maybe limit it to five, so one person can't keep creating more.”
~30-year-old Asian woman, active social media participant who shares and comments
Expert Considerations
Experts noted that account limits can add friction but are unlikely to prevent repeat abuse on their own. They discussed pairing limits with additional ways to recognise related accounts and support consistent moderation, reinforcing similar ideas raised by users.
· Strengths and Risks: These features can add accountability while still allowing flexibility for users who legitimately manage more than one account.
· Practicality: Implementation may require reliable ways to link accounts (e.g., email, phone number, or verified ID), which may be imperfect or easy to circumvent.
· Impact: Strict limits may affect people who share devices or need separate accounts for work, family, or safety reasons.

[bookmark: _Toc1374126626]4.3.3 Verification for impersonation cases
Some participants expressed the stress and uncertainty of being impersonated online. When someone created a look-alike profile using their name or photos, the original person often struggled to prove impersonation. Participants said this made reporting impersonating accounts feel slow and frustrating, as platforms appeared to rely on profile photos or basic information that could easily be copied. As a result, the burden of proof often fell on the victim rather than the impersonator.
To address this, participants suggested stronger ways for individuals to verify their identity specifically during impersonation disputes. Rather than relying only on static images or form submissions, they proposed live selfie checks, short video verification, or time-bound photo matching that could demonstrate the presence of the real person. These approaches were seen as ways to quickly confirm authenticity for the legitimate user while creating additional barriers for impersonators or hackers, as live or time-sensitive verification steps are considerably harder to replicate fraudulently. Participants also noted that with the growing availability of AI-generated images and deepfakes, simple photo uploads may no longer be sufficient proof of identity.
As one participant suggested:
“Maybe take the photo right then and there using the actual camera, rather than uploading an existing one, because otherwise they can fake it again.”
~29-year-old Asian woman, active social media user who creates and shares content
Expert Considerations
Experts described enhanced verification in impersonation cases as a targeted safeguard rather than a universal requirement. When used selectively during disputes, such measures may help legitimate users re-establish control over their identity and reduce opportunities for impersonation, provided strong privacy protections and accessible alternatives are in place.
· Effectiveness: Could help establish which account belongs to the legitimate person and support faster resolution of impersonation reports. Live or time-bound checks may also discourage casual or low-effort impersonation attempts, where perpetrators rely on the ease of copying a profile photo or replicating basic account details.
· Strengths and Risks: May restore a sense of control for victims, but introduces privacy and data security risks, particularly around how biometric data collected during live or time-bound verification, such as facial images or video captures, is stored, managed, and protected by platforms.
· Practicality: Current platform systems focus mainly on reporting workflows rather than real-time verification. On Meta and Instagram, users report impersonation through in-app forms and may be asked to provide identifying information such as a government ID during follow-up steps [22, 23]. On TikTok [31], users select ‘Pretending to Be Someone’ and may upload identification documents as part of the reporting process. These approaches rely on static documentation rather than live confirmation, which experts felt limits their effectiveness against sophisticated impersonation.
· Policy and Ethics: Requires explicit consent, minimal data collection, and clear policies on retention and deletion to avoid over-collection or misuse of personal information.
· Impact: Verification should be optional, situational, and accompanied by alternative pathways and appeals to avoid excluding vulnerable users.

[bookmark: _Toc1919090706]4.4 Identifying and Flagging Harmful Content
For many participants, reporting was one of the few immediate actions available when harmful content appeared online. They described submitting reports when they encountered harmful material themselves or noticed that it affected others, particularly in cases involving intimate or explicit content (Scenarios G, C, D and I), impersonation (Scenarios B, D and F), or hateful and abusive posts and comments (Scenarios E, K and L) (see full scenario descriptions in Section scenarios). However, existing reporting tools often felt slow, opaque, or disconnected from the outcomes. Users rarely received feedback and were uncertain whether anything changed as a result, leaving them unsure whether their efforts made a difference. As a result, participants expressed interest in approaches that go beyond formal reporting, suggesting lighter or more visible ways to flag content, signal concerns, and collectively surface patterns of harm.
Beyond simply removing content, participants described broader expectations for what flagging should achieve. Many saw it as a way to collectively surface patterns of harm and support safer communities. They wanted their actions to contribute meaningfully to prevention, for example by helping platforms better recognise abusive behaviour through AI systems, or by making it clearer how others identified and responded to the same content. In this sense, flagging was framed not only as an individual action, but also as a social signal that could inform moderation, improve detection, and build trust in the platform's response. Improvements and new features users asked for includes:
· Bystander flagging for explicit / impersonating content (widespread request)
· AI-driven detection and tracking of re-uploaded intimate media (common request)
· AI-based detection of harmful and culturally nuanced text (widespread request)
*Widespread: almost everyone said this, common: a lot of people said this, occasional: some mentioned, isolated: one-off idea.
Word Cloud 4 — Identifying and Flagging Harmful Content
This word cloud contains the following phrases: Platforms should identify already flagged content (largest); Users be able to flag content; Allow users to train AI on what they consider hateful; Showing flagged content to users; AI to detect initial hateful comments; AI to detect AI-generated content; Identify flagged accounts; Immediately take down or hide deepfakes; Show AI-generated content; Hide sensitive information depending on followers; User-specified pronouns to detect identity-based hate comments; Inform victim about the fake photo.

[bookmark: _Toc487845669]4.4.1 Bystander flagging for explicit or impersonating content
Participants highlighted that intimate images, impersonating profiles, or manipulated content may circulate without the affected person immediately knowing. In such cases, friends, followers, or casual viewers may encounter the material first. However, existing systems place the burden of reporting primarily on the targeted individual. Participants therefore called for clearer mechanisms that allow bystanders to flag harmful content discreetly and responsibly, while ensuring the person affected is informed in a sensitive manner. They also expressed interest in making prior flagging visible, so others do not unknowingly amplify harmful material.
Participants described both supportive reporting pathways and sensitive warning cues:
“Report anonymously button on Instagram, if her friend reports it, [name] can receive a notification saying someone you know has reported this image, like it may be a harmful image of you. Before that to happen, I guess there's that question of how your friend would be able to see it. So I think there should be a feature where instead of the normal content you consume, Instagram prioritises people you may know above random content. And that's how people who know you can see it.”
~25-year-old Asian woman, active social media user who creates and posts content, consumes and reshares content, and participates in discussions
Another participant emphasised the importance of signalling when content has already been flagged:
“As a passerby, I want the platform to tell me if a video has been flagged already and why, so that I can feel more confident about not causing further spread or engagement with problematic content, like the current 'this video is done by professionals' tag shown at the bottom as a disclaimer.”
~23-year-old Asian woman, active social media user who creates and posts content, consumes content, and participates in discussions
Expert Considerations
Experts supported bystander flagging as a burden-reduction mechanism, but stressed that it needs strong guardrails: clear definitions, safe/trauma-aware notification pathways, and safeguards against misuse (for example, weighting flags based on account trust and minimising opportunities for false takedowns).
· Effectiveness: Experts emphasised that bystander flagging can reduce burden on victim-survivors, but only if there is clear guidance on what qualifies as ‘harmful’ and how flags are actioned.
· Strengths and Risks: Experts warned that the category 'harmful' can be subjective, creating risks of misuse, disagreement between bystanders, or takedowns that remove content the person may actually want online. Anonymous flagging can protect flaggers, but anonymity may also complicate accountability.
· Practicality: Platforms may need ways to assess the ‘trustworthiness’ of the flagging account (for example, established accounts vs. disposable lurker accounts) so that flags can be weighted appropriately.
· Policy and Ethics: Experts raised concerns that notifying a victim that content exists ‘about them’ could be triggering, and needs careful and sensitive handling to avoid exacerbating harm.
· Impact: Experts positioned bystander support as valuable particularly when the person targeted may be overwhelmed, avoiding content, or unable to safely engage with it directly.

[bookmark: _Toc1233837037]4.4.2 AI-driven detection and tracking of re-uploaded intimate media
Participants described frustration at the need to repeatedly report the same intimate or explicit content when it was re-uploaded, slightly edited, or circulated through new accounts. They felt that once content had been identified as harmful, the platform should proactively prevent it from resurfacing. Rather than placing the burden on individuals to continuously search for and report copies, participants expected AI systems to detect patterns, recognise previously flagged media, and intervene early, ideally before the content becomes visible again.
“I want AI to spot my photos if they pop up anywhere, even edited, so that I don’t have to keep finding this stuff on my own.”
~20-year-old Asian genderfluid person, active social media user who creates and posts content, consumes and reshares content, participates in discussions, and moderates social media accounts
One participant suggested a pattern to detect content posted with intent to harm an ex-partner:
“The idea is to make the ex unable to post in the first place. So you're trying to detect the words used in the captions, who's being tagged, and maybe compare the photo that's being posted with profile photos or known images. Then you combine all of that and detect whether it's a revenge post or not. That means you need a dataset of revenge posts, and once it's detected, it should stop the upload immediately.”
~34-year-old Asian woman, active social media user who consumes content
Expert Considerations
Experts saw strong potential in hashing/provenance-style detection to reduce repeated reporting and limit re-uploads, but flagged major implementation constraints: edited variants often evade matching, cross-platform coordination is limited, and governance/privacy questions (who runs the database, how victims are protected) are non-trivial.
· Effectiveness: AI-based hashing or media-matching systems can reduce repeated victim reporting by identifying identical or near-identical re-uploads. However, edited variants such as cropped, filtered, or text-overlay versions may evade simple matching systems.
· Strengths and Risks: While automated detection can significantly reduce the re-circulation of harmful media, experts cautioned that over-reliance on automated systems may produce false positives or false negatives, particularly where contextual interpretation is required.
· Practicality: Technical infrastructures for image hashing and database matching already exist in certain domains. However, scaling such systems requires platform investment, collaboration, and robust governance mechanisms.
· Policy and Ethics: Governance questions remain central, including who manages flagged-content databases, how victims' images are stored without redistributing harm, and how consent and privacy are preserved.
· Impact: Experts emphasised that such systems align with the principle that victims should not bear the burden of continuously monitoring the internet for re-uploads. However, implementation must avoid creating additional pressure for victims to submit or retain sensitive media (for example, their biometric profile) in order to activate protection.

[bookmark: _Toc2102059950]4.4.3 AI-based detection of harmful and culturally nuanced text
While many platforms already provide keyword filters or ‘offensive comment’ settings, participants expressed concern that these tools often fail to capture the more subtle, contextual, or culturally specific forms of harm they encounter. Comments are not always overtly aggressive; they can be sarcastic, backhanded, manipulative, or coded in ways that evade simple word-based filtering. Participants described frustration with block lists that rely on static keywords, noting that slang, alternative spellings, emojis, and cultural references frequently bypass automated systems. As a result, harmful comments can remain visible, while neutral or reclaimed language may be incorrectly flagged.
Some participants suggested that AI systems could move beyond fixed word lists toward sentiment analysis or contextual interpretation, potentially allowing users to actively teach the system what they personally consider harmful. However, they also questioned the feasibility and accuracy of such approaches.
“If for a comment there's AI like sentiment analysis and things like that... I was wondering if there is an option where the user dislikes a comment and it comes up, do you want to report the comment or delete the post, and that will help AI train on that and rank the comment. I'm not sure how feasible it is, but it might be helpful.”
~26-year-old Asian woman, social media user who consumes and reshares content
“Every country has different slang. It's hard to really know what words to filter, because that's also sometimes what happens in the comments.”
~26-year-old Asian woman, active social media user who creates and posts content, consumes and reshares content
Expert Considerations
Experts agreed that text-based harm detection needs to move beyond keywords toward context, but cautioned that cultural meaning shifts fast and 'intent' is hard to infer, so platforms likely need hybrid approaches (combination of context-sensitive cues, human review and strong appeal pathways) to avoid bias and over-blocking.
· Effectiveness: Detection failures often stem from reviewers or automated systems lacking sufficient cultural context, meaning reports may be dismissed as not hateful when the harm is culturally specific. User feedback mechanisms could help surface this context, though careful governance would be needed to prevent misuse.
· Strengths and Risks: Meaning and norms shift quickly, and the same term can be harmful in one context and acceptable in another, raising risks of over-censorship or uneven enforcement.
· Practicality: Experts questioned the feasibility of operationalising 'cultural slang' at scale because it would require moderators (or models) to reference rapidly changing, context-dependent language knowledge.
· Impact: Experts supported automatic detection that can help users take action without having to read harmful content directly.

[bookmark: _Toc983269843]4.5 Tracking Abusers and Abusive Behaviours
This theme captures participants' interest in shifting from one-off responses to pattern-based monitoring of harmful behaviour. Rather than treating each incident in isolation, users wanted platforms to detect repeat offenders, connect related reports, and provide signals that help individuals recognise and respond to ongoing abuse more proactively.
The following features were proposed:
· Risk signals from account history and reporting patterns (occasional request)
· Suspicious-activity insights and profile-visit pattern alerts (occasional request)
*Widespread: almost everyone said this, common: a lot of people said this, occasional: some mentioned, isolated: one-off idea.
Word Cloud 5 — Tracking Abusers and Abusive Behaviours
This word cloud contains the following phrases: Track history of account (largest); Ability to see how often a chosen set of people visited my page; Monitor perpetrator activity; Show a list of who visited my account; Use AI and user data to quickly detect unusual activity; Notify users of suspicious activity on their account; See history of new followers; Multiple notifications needed; Platform notifies suspicious profile visits and suggests preventative actions; Track perpetrator; Stalk-like behaviour; Frequent visits; Safety mode for fake and suspicious profiles; Automatic exclusion of story viewers; How new people find a user's or victim's account.
[bookmark: _Toc899659648]4.5.1 Risk signals from account history and reporting patterns
Some participants wanted platforms to surface lightweight risk signals based on an account’s prior behaviour (for example, how often the account has been reported, or whether it has been linked to previously flagged accounts). They described this as a way to help people make safer decisions before engaging (such as following someone new or replying), and as a way for platforms to take escalation more seriously when patterns are visible across multiple reports
Participants felt that harms are difficult to prevent because warning signs are not visible until after something happens, and because reports are treated as one-off events rather than connected patterns across time and targets. They suggested that seeing whether an account had been repeatedly reported (and for what) could help them avoid further connection, and help platforms prioritise action:
“...we can check the history whether this account was reported by many people or not so it can be the reference for the platforms to do something to this account...”
~32-year-old Asian woman, active social media user who creates and posts content, consumes and reshares content
Expert Considerations
Experts generally aligned with users that platforms should connect reports into behavioural patterns, so action does not depend on repeated victim effort. However, they emphasised that any risk signal must be context-aware and governable, otherwise it can be misused or produce unfair outcomes.
· Effectiveness: Experts supported the idea of connecting reports over time to identify repeat offenders, but warned that counts alone can be misleading without context (for example, coordinated false reporting).
· Strengths and Risks: Risk signals may deter abuse and support safer decisions, but can be weaponised (brigading, reputation damage) or lead to unfair targeting if transparency is poorly designed.
· Practicality: Requires better backend linking of reports across incidents (and potentially across linked accounts/devices), plus clear thresholds and review pathways so the system remains manageable.
· Policy and Ethics: Experts raised governance questions about due process: what gets shown to whom, what evidence is required, how disputes/appeals work, and how to avoid defamation-like harms.

[bookmark: _Toc749173975]4.5.2 Suspicious-activity insights and profile-visit pattern alerts
Participants also wanted access to simple analytics to help them detect stalking-like patterns (for example, repeated profile visits, repeated views from new accounts, or unusual activity linked to the same person). This was often framed as a way to regain a sense of control, especially when abusers could still observe them via fake accounts or mutual connections.
Users described feeling unable to prevent escalation because they could not see who was repeatedly monitoring them, particularly after blocking. They wanted a way to identify patterns (rather than manually guessing) and receive proactive alerts:
“If suspicious activity is detected... repeated views from new accounts... trigger a private alert... one tap to block, restrict or report.”
~36-year-old Asian woman, active social media user who consumes content and participates in discussions
Expert Considerations
Experts saw value in pattern-based alerts that help users act early (block, restrict interactions or report) without intensive self-monitoring. However, they stressed that analytics must be privacy-preserving, thresholded, and safety-centred, otherwise it risks becoming a surveillance feature or increasing anxiety.
· Effectiveness: Experts noted these signals can help users recognise patterns earlier, but ‘view counts’ do not always equal harm (and can create false alarms).
· Strengths and Risks: Strong potential for reassurance and control, but high privacy risk: it may reveal information about viewers, enable retaliation, or be exploited by abusers to confirm they are being watched.
· Practicality: Implementation is technically feasible, but needs careful defaults, thresholds, and safe actions (for example, ‘tap to restrict’) so it does not become noisy or overwhelming.

[bookmark: _Toc527845639]4.6 Training Users on Safety Features and Safety Awareness
Across all workshops, participants expressed uncertainty about how to navigate existing safety features during moments of distress. Many described searching Google or LLM-based (Large Language Model) tools like ChatGPT, asking friends, or navigating complex help centres when facing harassment, impersonation, or privacy concerns. Even when safety tools existed, they were often difficult to locate, poorly explained, or buried within changing interface layouts.
Participants also highlighted that safety awareness is not just about crisis response. Many felt platforms do little to proactively educate users about privacy controls, tagging settings, data visibility, or emerging risks. They wanted clearer onboarding, contextual prompts, and ongoing guidance that supports prevention, not just reactive reporting.
Features and improvements users asked for:
· AI-based guidance or safety assistants (common request)
· Improved onboarding and contextual prompts (widespread request)
*Widespread: almost everyone said this, common: a lot of people said this, occasional: some mentioned, isolated: one-off idea.
Word Cloud 6 — Safety Awareness and Guidance
This word cloud contains the following phrases: Help section to address situations beyond community guidelines (largest); Using AI to recommend settings; Pop-ups and reminders on safety features; What features are available; Pop-ups as a preventative tool; Suggest other features when using one feature; Online search for resources; A safety switch; AI agent and chat; Personalised guidance on what to do; Improve onboarding; 24/7 security assistant; Reduce number of steps; Suggest features based on perpetrator behaviours; Using influencers to educate about safety features; Scenario-based search; Uncomplicate help centres; With option to reach out to a human; Cannot find features; Scenario-based; People can miss some features; Users can miss new features; Ways to find features, settings and help; As long as the support is efficient, I don't care if it is AI or human; Find what information is public or personal; Search who have similar experiences; Ask a Question button to understand how safety features work.
[bookmark: _Toc1903967886]4.6.1 AI-powered guidance and real-time safety assistants
Many participants described feeling overwhelmed when trying to respond to harmful situations. They often did not know which feature to use, where it was located, or what settings would meaningfully reduce harm. Many noted that they would first Google the issue or ask friends, rather than rely on the platform itself. Searching externally for answers increased anxiety and delayed action.
 
Participants proposed a built-in AI assistant or chatbot that could:
· Allow users to describe their situation in plain language
· Suggest relevant safety features in context
· Provide step-by-step guidance
· Offer real-time support
· Escalate to human assistance if needed
One participant framed it as:
“I want to get real-time, fast support from the platform (for example, through a 24/7 chatbot) on what features or steps I can take, in the event of an abusive situation.”
~34-year-old Asian woman, social media user who consumes and reshares others' content
Expert Considerations
Experts viewed AI-based safety assistants as potentially useful for navigation and early-stage guidance, provided they are carefully constrained and integrated with human oversight. Without strong guardrails, bias mitigation, and clear duty-of-care protocols, such systems risk misuse or unintended harm.
· Effectiveness: AI-based guidance could improve discoverability of safety tools and reduce friction in navigating complex interfaces.
· Strengths and Risks: Experts raised concerns about misuse, including perpetrators reframing harmful intentions as ‘safety’ queries. There were also concerns about AI reproducing bias, misunderstanding context, or responding in ways that could retraumatise vulnerable users.
· Practicality: AI should redirect users to verified resources and controls rather than independently interpret or generate sensitive advice. Guardrails and clear boundaries would be essential.
· Policy and Ethics: Duty of care and data governance were key concerns. Experts questioned who stores user disclosures, how queries are logged, and what happens if users reveal high-risk situations (for example, coercive control, suicidal ideation). Regional and legal variations were also highlighted.

[bookmark: _Toc703428688]4.6.2 Improved onboarding and contextual prompts
Across workshops, participants consistently described not knowing what safety features exist, where to find them, or how they work. Many participants reflected that safety controls are frequently buried within settings, vaguely labelled, or introduced without explanation. Frequent interface updates meant users missed newly implemented protections. In moments of distress, trying to search through menus or interpret technical terms added to anxiety rather than reducing it.
As one participant explained:
“I think there needs to be greater feature awareness and promotion when people open accounts... Don't just say account setting X, what does this mean, what does it do?”
~60-year-old European transgender woman, active social media user who creates and posts content, consumes and reshares content, participates in discussions, and moderates social media accounts
Participants proposed embedding safety learning directly into the platform experience rather than isolating it in help centres. Two main approaches were repeatedly suggested:
· Proactive onboarding
· Integrating safety setup during account creation
· Clear explanations of what each setting does and why it matters
· Guided configuration of tagging, direct message permissions, and blocking tools
· Periodic ‘safety check-ups’ to check users’ current safety settings and reevaluate rather than one-off setup
· Contextual prompts and smart nudges
· Pop-ups triggered when unusual or harmful activity is detected
· AI prompts suggesting protective actions (for example, “Would you like to restrict this account? Learn more about restricting here.”)
· Alerts when repeated tagging or commenting patterns are identified
· Quick, one-click navigation to relevant privacy and safety settings
For example:
“Once a lot of comments start popping up in an unusual way, the message would come up... would you like to take any action?”
~20-year-old Asian non-binary person, mostly consumes content
Expert Considerations
Experts broadly supported integrating safety education into onboarding and contextual prompts, but stressed careful pacing, clarity, and inclusivity. Well-designed nudges may strengthen user awareness and agency, whereas poorly timed or overly frequent prompts risk disengagement.
· Effectiveness: Experts agreed that proactive safety education can reduce accidental exposure and improve user agency, particularly around privacy and visibility controls.
· Practicality: Experts cautioned against cognitive overload. Dense onboarding flows may lead to users skipping content without understanding it. They suggested progressive disclosure, staged reminders, and context-sensitive prompts rather than front-loading all safety information at sign-up.
· Impact: Experts emphasised the importance of plain language, multilingual delivery, and culturally sensitive examples of harmful scenarios and safety responses. Without this, safety education risks benefiting only digitally confident users while excluding vulnerable groups.




[bookmark: _Toc42154812]Section 5: Discussion
This project examined how women and gender-diverse social media users experience and navigate platform safety features in the context of technology-facilitated abuse. Through co-design workshops with users and expert consultations, participants reflected on everyday platform interactions, reporting processes, content sharing practices, identity verification, and mechanisms for detecting or preventing abuse. Rather than focusing solely on the availability of safety features, participants' discussions revealed deeper tensions between how platforms conceptualise harm and how harm is experienced in practice.
[bookmark: _Toc105427292]Key Insight: Online harm cannot be defined by content alone
A highly recurring theme observed was that the definition of harm on social media platforms is often unclear, incomplete, or poorly aligned with users' lived experiences. Participants frequently described situations where harmful interactions were difficult to categorise within existing reporting frameworks or moderation guidelines. What constitutes harm, participants suggested, cannot always be determined from the content of a message or post alone. Instead, harm is often shaped by relationship history [17, 21], cultural meaning, patterns of behaviour, and broader social context [30].
For example, messages that may appear neutral in isolation, such as “Let's meet up”, can become threatening depending on prior interactions between individuals. Similarly, comments that target cultural identity, religion, or gender may carry meanings that automated moderation systems or standard reporting categories fail to capture. Participants also described how engagement algorithms, cross-platform harassment, and repeated behavioural patterns can intensify the experience of harm even when individual pieces of content do not appear to violate platform rules.
These findings highlight a fundamental gap between platform moderation models, which often operate at the level of individual pieces of content, and users' experiences of abuse, which are relational and cumulative. When harm is evaluated primarily through content-level signals, the broader context that gives interactions their meaning may remain invisible to detection systems or reporting processes [16]. As a result, users often feel that moderation systems fail to recognise the seriousness of their experiences or respond appropriately.
The difficulty of defining harm also influences how users engage with safety mechanisms. Participants described hesitation in reporting certain incidents because they were unsure whether the behaviour would be recognised as abuse, or because previous reports had been dismissed as not violating platform policies [24]. In this way, uncertainty about how harm is defined can discourage reporting and contribute to the normalisation of harmful behaviour within online environments [12].
[bookmark: _Toc287125014]Key Insight: Opaque reporting systems undermine user trust
Participants emphasised that reporting systems often feel opaque and difficult to understand. While most platforms provide reporting options, users described uncertainty about what happens after a report is submitted. Many said they receive little or no information about whether their report was reviewed, who reviewed it, or what criteria were used to determine the outcome. This lack of visibility made it difficult for participants to feel confident that their concerns were being taken seriously [8].
Participants did not simply want visual indicators such as progress bars or automated confirmations. Instead, they wanted clearer explanations about how moderation decisions are made. This included understanding whether reports are reviewed by automated systems or human moderators, how cases are prioritised, and whether multiple reports about the same person or behaviour are considered together. Without this information, participants often interpreted delayed or absent responses as inaction or dismissal.
Transparency therefore emerged as an important factor in building trust in reporting systems. When users cannot see how decisions are made or why certain actions are taken, moderation processes can appear arbitrary or unresponsive. These concerns echo broader Safety by Design principles, which emphasise the importance of transparency and clear accountability in how platforms manage online harms [10].
A lack of transparency may also discourage people from reporting harm in the first place. Previous research has similarly shown that users may choose not to report abuse if they believe nothing will change or if past reports have not resulted in visible action [12]. In this way, transparency is not only a design issue but also a governance signal that communicates whether platforms are responsive to users' concerns and committed to addressing harm.
[bookmark: _Toc1828925683]Key Insight: Preventing abuse through friction while avoiding exclusion
Both users and experts discussed preventative approaches that introduce friction into platform interactions in order to reduce abuse. Participants often described the ease with which harmful actions can occur online, such as creating multiple accounts, sending unwanted messages, or uploading sensitive images involving other people. As a result, many users supported measures that would slow down or interrupt these actions before harm occurs.
Some suggestions focused on platform governance-level measures, such as stronger identity verification processes, limits on creating multiple accounts, or mechanisms that make it harder for people who have been blocked or banned to reappear under new identities. Participants felt that these measures could improve accountability and reduce repeat harassment.
Other suggestions involved design-level friction embedded directly into everyday platform interactions. Examples included warning prompts when uploading images that contain other people's faces, consent checks before posting intimate or sensitive content, or reminders encouraging users to reconsider messages that may be harmful. Participants viewed these small interruptions as opportunities for users to pause and reflect before posting or sharing potentially abusive content, consistent with prior co-design research demonstrating that friction-based interventions can be effective in reducing harmful sharing behaviours [1].
However, both users and experts also recognised that increasing friction can introduce new risks. Measures such as strict identity verification or limits on multiple accounts may disproportionately affect vulnerable groups who rely on anonymity or pseudonyms for safety, including survivors of abuse, LGBTIQ+ users [2], activists [20], and people participating in sensitive online communities [5]. In these cases, stronger identification requirements may unintentionally expose individuals or discourage them from seeking support online, and in some jurisdictions mandatory real-name policies have been found to be unlawful [19].
This tension highlights the challenge platforms face in designing preventative measures. While introducing friction may help reduce abusive behaviour, poorly designed restrictions may also create barriers for legitimate users. As a result, participants emphasised that preventative features should be carefully designed to balance accountability with accessibility and safety for vulnerable communities.
[bookmark: _Toc1236301346]Key Insight: Predicting harm and surfacing safety features at the right moment
Participants frequently discussed the potential role of artificial intelligence and behavioural analysis in identifying patterns of abuse before harm escalates. Many users described online abuse as ongoing and patterned rather than isolated incidents. For example, harassment may involve repeated messages, the creation of multiple accounts after being blocked, persistent commenting across posts, or the circulation of explicit or fabricated images over time. Because of this, participants expected platforms to look beyond individual pieces of content and recognise behavioural patterns that signal possible abuse.
 
Several participants noted that social media platforms already collect large amounts of behavioural data about user activity [32]. As a result, they questioned why these insights are not used more proactively to identify harmful patterns such as repeated harassment, stalking behaviours, coordinated attacks, or the repeated sharing of intimate images without consent. From this perspective, predictive detection was seen as a potential way to intervene earlier, before harm escalates. This aligns with prior participatory work showing that contextual prompts (‘nudges’) and clearer system explanations can support users in understanding platform behaviour and managing privacy or safety risks [26].
 
Experts generally agreed that technological advances make this form of pattern recognition increasingly feasible. However, they also emphasised the need for caution. Systems designed to predict abuse may misinterpret behaviour, incorrectly flag legitimate interactions, or introduce new forms of surveillance if not carefully governed. Experts also raised broader questions about how harm is defined within predictive systems and whose perspectives shape those definitions. As noted in recent work by the eSafety Commissioner, the lived experiences of people involved in training these systems are important to ensure that culturally specific and contextual forms of harm are recognised and addressed appropriately [25].
Participants also connected predictive technologies with another concern: the visibility and learnability of safety features. Many described safety tools such as reporting, blocking, filtering, or privacy controls as difficult to find or buried within complex settings pages. Rather than expecting users to search for these tools after harm occurs, participants suggested that platforms could surface relevant safety features when patterns of risk are detected. For example, contextual prompts could remind users about blocking options, privacy controls, or reporting pathways at moments when harmful interactions are likely, or surface lesser-known features such as interaction limits when more familiar actions like blocking are taken. 
This approach aligns with Safety by Design principles that encourage platforms to support user autonomy by making safety tools visible and accessible at the point where they are most relevant [9,10]. When implemented carefully, predictive systems may therefore serve not only to detect potential harm but also to guide users toward protective actions before situations escalate.


[bookmark: _Toc1874770230]Key Insight: Platform safety as an ongoing governance responsibility
While many of the discussions in this report focus on specific features and design improvements, participants and experts repeatedly emphasised that platform safety cannot be addressed through technical tools alone. Decisions about what constitutes harm, how reports are prioritised, and when interventions occur are ultimately questions of governance. Safety by Design frameworks similarly emphasise that addressing technology-facilitated abuse requires organisational accountability and governance mechanisms beyond individual platform features [10].
 
Participants highlighted the importance of involving diverse communities in shaping these definitions. Experiences of online harm often differ across cultural groups, genders, and communities, and static rule sets may fail to capture these differences [6, 28]. Users and experts suggested that platforms should treat safety as an ongoing conversation rather than a fixed set of rules, creating mechanisms for users, researchers, and community organisations to contribute to how harms are identified, interpreted, and addressed over time.
 
Experts also noted that platforms cannot address technology-facilitated abuse in isolation. Many forms of harm intersect with legal systems, law enforcement, and support services that operate outside the platform itself. As a result, stronger coordination between social media companies, regulators, and specialist support organisations may be necessary. This could include clearer pathways for escalating serious cases, partnerships with victim-support services, and processes that help connect affected users with local resources that are better equipped to respond to complex safety situations.
 
Strengthening social media safety requires both design improvements and broader governance approaches. Platforms may play a critical role in shaping safer online environments, but effective responses to technology-facilitated abuse will likely depend on ongoing collaboration between platforms, policymakers, researchers, and community organisations. Framing safety as a shared and evolving responsibility may help ensure that responses remain responsive to changing technologies, emerging harms, and the lived experiences of those most affected.
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Scenario A
Persona: Sophie, 19 years old, woman
Sophie (She/her), a 19-year-old woman begins receiving late-night messages on [Facebook/ Instagram/ TikTok] from someone she does not know. At first, the messages are short and unusual, but over time they become persistent and uncomfortable, pressuring her to respond. Sophie ignores them, hoping they will stop, but the messages continue each night. The repeated contact makes her feel uneasy and concerned about her safety, leaving her unsure how to manage the ongoing intrusion.
Scenario B
Persona: Jordan, 37 years old, professional (sexually identified as LGBTIQ+)
Jordan (they/them), a 37-year-old professional, has a disagreement with a colleague at work. Shortly after, Jordan discovers a fake Instagram account using their name and profile photo. The account is sharing misleading content with captions and images that misrepresent Jordan, some of which are seen by mutual work contacts and spark unhelpful gossip. Although Jordan reports the account and it is eventually removed, the experience leaves them worried that more fake accounts could be created in the future.
Scenario C
Persona: Meera, 22 years old, international student
Meera (She/her), a 22-year-old international student who recently arrived in Australia, uses [Facebook/Instagram/TikTok] to make new connections. She begins chatting with a young man she doesn't know in real life, who initially seems friendly and supportive, often messaging her about university life and adjusting to a new country. Over the first few weeks, their conversations become more personal, and after repeated requests, Meera shares a few photos. Later, she starts feeling uncomfortable with the direction of the chats and tells him she doesn't want to send any more. His tone quickly changes, and he begins sending upset messages, attaching screenshots of the images she had previously shared, and hinting that he might show them to her classmates or family overseas unless she continues sending more.
Scenario D
Persona: Kara, 36 years old woman
Kara (She/her), a 36-year-old woman, notices her ex-partner has started making negative posts about her on Facebook. He uploads old photos from their relationship with captions such as “Can't believe I wasted years on this” and "Funny how loyalty means nothing to some”. He also shares memes about betrayal and toxic relationships, tagging her so the posts appear in her notifications. Wanting to avoid the situation, Kara blocks him on Facebook. A few days later, he begins posting similar content on Instagram, this time with additional photos and mocking captions, again tagging her. When Kara blocks him there, he switches to TikTok, uploading short videos stitched with trending sounds and including screenshots from her old posts. On TikTok, he tags both Kara and some of her close friends, which makes the content more visible in her social circle.
Scenario E
Persona: Liam, 20 years old, gender diverse person
Liam (he/they/them), a 20-year-old gender diverse person, regularly shares photos on social media to stay connected with friends. Over time, one of his male friends begins leaving sarcastic comments on many of his posts — remarks about Liam's appearance, clothing, or sexuality. Some comments refer to his gender, such as “Settle down, princess” with laughing emojis. On other occasions, the friend makes replies that question Liam's identity or highlight past experiences in a way that draws unwanted attention. When Liam raises the issue, the friend dismisses it as light-hearted 'banter’. The behaviour continues, and sometimes the friend tags others to join in, which makes Liam feel increasingly singled out and hesitant to share content online.
Scenario F
Persona: Sofia, 30 years old, woman
Sofia (She/ her), a 30-year-old woman, notices unusual activity on her social media account a few weeks after ending a difficult relationship. New posts appear that she didn’t create, some of her contacts are unexpectedly blocked, and inappropriate comments are sent to friends from her account. She realises her ex-partner may have gained access to her login details, which she had previously shared with him while they were together. Before long, he changes the recovery email and phone number, leaving her unable to log back in. Friends begin sending her screenshots of stories posted from her account, suggesting things about her personal life that aren’t true and causing confusion among her social circle. Sofia wants to regain control of her account, prevent further misuse, and ensure her information stays secure in the future.
Scenario G
Persona: Olivia, 21 years old, woman
Olivia (She/her), a 21-year-old woman, is in a turbulent relationship with her boyfriend. During a disagreement, she discovers that he has shared intimate videos of her on a social media platform without her permission. When she asks him about it, he says it is a 'private post' but does not take it down. The content is visible online for several weeks, and by the time it is removed, it has already been seen and shared by others. Over time, he uploads similar content from new accounts or slightly altered versions, making it difficult for Olivia to feel that the situation is resolved. The repeated circulation leaves her feeling exposed, frustrated, and unsure how to regain control over her privacy.
Scenario H
Persona: Maria, 45 years old, female
Maria (She/her), a 45-year-old woman, starts receiving unwanted late-night messages from her ex-partner on Facebook and Instagram, pressuring her to meet up. Over the following days, new profiles appear with different names and profile pictures, and the messages become more persistent, sometimes referencing details about her daily routine that leave Maria feeling uneasy and unsettled. The repeated contact makes her feel watched and anxious, and she wants a way to prevent the same person from continuing to reach out to her online.
Scenario I
Persona: Isabella, 23 years old, woman
Isabella (She/her), a 23-year-old woman, discovers that altered images of her, created using AI, are appearing on a social media platform. A stranger has taken publicly available photos from her Instagram account and used them to generate realistic, sexualised images. Some posts tag her account, meaning that friends, colleagues, and family members may see them. Similar images continue to appear over time, leaving Isabella feeling exposed, distressed, and anxious about her online presence. She wants a way to feel that the images will no longer circulate and that her online privacy is protected.
Scenario J
Persona: Ella, 24 years old, woman
Ella (She/her), a 24-year-old woman, notices that her ex-partner continues to monitor her online activity months after their breakup. He regularly views her public posts on [Facebook/Instagram/TikTok] and engages just enough to make his presence noticeable — liking posts, reacting to stories, and leaving brief comments such as ‘thumbs up emoji’ or 'Nice'. This behaviour feels deliberate, as if to remind her he is still watching. The ongoing monitoring and subtle interactions make Ella feel self-conscious and hesitant to post or engage online freely.
Scenario K
Persona: Maya, 25 years old, woman
Maya, a 25-year-old woman, uses Facebook to share posts about her cultural traditions and religious celebrations. After posting photos from a community festival, she begins receiving mocking comments from some users with opposing views. Initially, the comments focus on her appearance and clothing, but over time they include critical remarks about her religion and culture. Some group members create memes using her photos with captions that misrepresent her, and they share them in a public group where Maya is tagged. As the posts spread, strangers also send private messages echoing similar criticisms and discouraging her from sharing about her beliefs. Even after blocking several accounts, new profiles appear and continue the behaviour. The ongoing online attention leaves Maya feeling singled out and uncomfortable, making her hesitant to post personal or cultural content.
Scenario L
Persona: Sam, 27 years old, non-binary person
Sam (he/they/them), a 27-year-old non-binary person, uses Instagram regularly to share updates about their art and travels. A few months after moving into a new apartment, they began receiving late-night messages from an anonymous account. At first, the messages seemed casual, but they quickly started referencing places Sam had recently visited and even commented on specific outfits shown in their posts. The level of detail suggested their activity was being monitored in real time. When Sam chose not to respond, the tone of the messages escalated into threats, including claims of knowing their exact address. Within days, screenshots of Sam's profile photos, along with details about where they lived and travelled, were circulated in a public Instagram group and tagged to them directly, drawing mocking and threatening comments. The experience left Sam anxious about posting, wary of leaving home, and fearful of who might be watching.
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	ID
	Yrs
	Professional Background
	Expertise

	1
	16
	Policy or regulation, Design or user experience, Technology / engineering, Community advocacy or support services, Academia / research
	Accessibility advocacy, video game accessibility research, online violence research, nonprofit policymaking

	2
	9
	Community advocacy or support services, Academia / research
	Feminist bystander behaviour projects, online harassment research, policy engagement on social media abuse

	3
	10
	Design or user experience, Technology / engineering, Academia / research
	Responsible AI, Human Computer Interaction, online misinformation, misogynistic hate speech

	4
	8
	Academia / research 
	Socio-legal research on gender, technology regulation, online misogyny, digital harms policy

	5
	15
	Academia / research 
	Youth mental health, suicide prevention, online safety, digital environments and risk

	6
	8
	Design or user experience, Technology / engineering, Academia / research
	Human computer interaction research, UX research, digital wellbeing for youth

	7
	10
	Academia / research 
	Information behaviour, antisocial online cultures, trolling communities, gender-based online abuse

	8
	15
	Academia / research 
	Digital harms research, online abuse policy guidance, scam messaging, minority community safety

	9
	5
	Policy or regulation
	Policy advisory roles, consent education advocacy, communications and behavioural insights

	10
	1
	Policy or regulation 
	Safety by Design initiative, technology-facilitated gender-based violence, platform safety policy

	11
	13
	Design or user experience, Technology / engineering, Academia / research
	UX design, social media research, policymaking, ethical design approaches



	ID
	Yrs
	Professional Background
	Expertise

	12
	15
	Academia / research
	Algorithms for bystander support, gender-based online abuse research, network polarisation

	13
	2
	Design or user experience
	UX / product design, social media user experience, digital wellbeing awareness

	14
	12
	Design or user experience, Academia / research
	Digital bias, identity misrecognition, AI harms, participatory design for marginalised communities

	15
	18
	Policy or regulation
	Cyber safety policy, Online Safety Act, internet governance, digital wellbeing policy

	16
	6
	Design or user experience, Academia
	UX design ethics, emotional harms from digital health technologies

	17
	25
	Design or user experience, Technology / engineering Academia / research
	UX research on technology-facilitated harm, lived experience perspective

	18
	5
	Design or user experience, Technology engineering, Academia / research
	Product development and scale-up, social media business models, social impact of technology

	19
	3
	Design or user experience, Technology / engineering
	Consent education co-design, gender-based violence education, product and UX design

	20
	6
	Academia / research
	Online harms against women and minorities, queer and trans experiences, deepfakes, sextortion

	21
	10
	Policy or regulation, Design or user experience, Technology / engineering, Academia / research
	Online harassment research, trust and safety governance, bias in content detection, platform regulation
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